Approved by 
Order of the Federal Environmental, Industrial and Nuclear Supervision Service No. 762
dated December, 29, 2011 

PROVISION 
ON THE COMPOSITION AND CONTENT OF THE PHYSICAL PROTECTION SYSTEM EFFICIENCY ASSESSMENT REPORT FOR NUCLEAR FACILITIES
(RB-069-11)

I. General provisions

1. The Provision on the composition and content of the physical protection system efficiency assessment report for nuclear facilities (hereinafter - the Provision) is reckoned among safety guides, serves as guidelines and represents no law or regulations.
2. This Provision contains the recommendations of the Federal Environmental, Industrial and Nuclear Supervision Service with regard to the structure and content of the physical protection system efficiency assessment report for nuclear facilities.

3. This Provision is intended for application by the personnel of nuclear facilities performing the physical protection system efficiency assessment and the specialized organizations engaged in the physical protection system efficiency assessment and issuance of the report subsequent to the physical protection system efficiency assessment as well as by the specialists of any organizations developing the models and methodologies for the physical protection system efficiency assessment. The recommendations of this Provision may be also taken into account by the employees of any structural units of the central office of Rostechnadzor and its inter-regional territorial directorates for nuclear and radiation safety supervision in the course of any audits of compliance with the regulatory requirements in the area of physical protection of nuclear materials, nuclear installations and storage facilities for nuclear materials with regard to the physical protection system efficiency assessment.

4. This Provision defines the recommended composition and content of the physical protection system efficiency assessment reports for the nuclear facilities developed subsequent to implementation of this Provision.

Terms and definitions established in the Physical Protection Rules for Nuclear Materials, Nuclear Installations and Storage Facilities for Nuclear Materials approved by Resolution of the Government of the Russian Federation No. 456 dated July, 19, 2007 (Collected Acts of the Russian Federation, 2007, N 31, art. 4081; 2009, N 18, art. 2248; 2010, N 38, art. 4825; 2011, N 7, art. 979; N 21, art. 2961) (hereinafter - the PP Rules) are used in this Provision. The list of abbreviations used in this Provision is given in Appendix 1.

6. This Provision contains the recommendations applicable to any activities related to design, improvement and functioning of the physical protection systems at nuclear facilities.

7. The PPS efficiency assessment mentioned in this Provision means assessment of the PPS capability to prevent any theft and acts of sabotage in relation to nuclear materials, nuclear installations and NM storage facilities.

8. The probability to suppress the actions of adversaries prior to commitment of any theft of nuclear materials (or products on the basis thereof) or acts of sabotage in relation to nuclear materials, nuclear installations and NM storage facilities is used as the quantitative parameter of the PPS efficiency.

As a rule, the efficiency index is determined by calculations through the use of the PPS efficiency assessment methodology.

9. The following shall serve as the basis for the PPS efficiency assessment at the nuclear facility in accordance with the regulatory requirements:

1) changes in the nuclear facility structure and locations of the physical protection objects;

2) changes in the security type or technique;

3) changes in the size of the security staff;

4) relocation of the security staff;

5) other reasons related to changes in the time required for the security staff to respond to any alarm;

6) changes in the structure and composition of the physical protection hardware and/ or physical barriers;

7) any other circumstances affecting the PPS efficiency at the nuclear facility.

10. The following shall constitute the basis for the PPS efficiency assessment subsequent to the nuclear facility vulnerability analysis as well as state supervision, departmental and on-site nuclear facility safety monitoring:

1) clarification of the existing threats and detection of new ones;

2) adjustment of the adversary model;

3) clarification and detection of new vulnerabilities and physical protection objects that may be subject to any unauthorized actions;

4) changes in the technological processes at the nuclear facility;

5) detection of any PPS components not complying with the prescribed requirements;

6) detection of any PPS components that provide favorable opportunities for the adversary to commit any theft of nuclear materials or other physical protection objects as well as acts of sabotage when passing through these components;

7) any other reasons affecting the PPS efficiency at the nuclear facility.

11. It is recommended to the nuclear facility administration to review the PPS efficiency assessment results at least once per five years in order to define the necessity for repeated assessment or to confirm the existing results.

12. The working group for the PPS efficiency assessment is recommended to include:

1) representatives of the nuclear facility safety staff;

2) representatives of the nuclear facility security division;

3) representatives of the specialized organization engaged in the PPS efficiency assessment (in case any such organization is involved);

4) specialists engaged in handling of nuclear materials, design and operation of nuclear installations and NM storage facilities representing the physical protection objects for which the PPS efficiency is assessed (according to the decision of the nuclear facility administration).

II. Recommendations on preparation of the physical protection system efficiency assessment report for nuclear facilities

13. The PPS efficiency assessment report for the nuclear facility is the document based on the results of the nuclear facility PPS efficiency assessment and containing the conclusions on the PPS capability to stand against the adversaries with the characteristics and modes of action established in the adversary model defined within the design basis threat in the course of the nuclear facility vulnerability analysis. 

14. The requirements of the laws and regulations of the federal executive authorities, the laws and regulations of the atomic energy use controlling agency and the documents of the operating organization defining the procedure and methods for the nuclear facility PPS efficiency assessment shall be taken into account in development of the PPS efficiency assessment report.

15. It is recommended to present the conclusions on the PPS capability to stand against the adversaries with the characteristics and modes of action established in the adversary model defined within the design basis threat in the course of the nuclear facility vulnerability analysis and also to specify the possible ways for further improvement of the PPS in the PPS efficiency assessment report. In this context the PPS efficiency assessment report is recommended to include the data necessary and sufficient to confirm compliance with the requirements for the PPS efficiency assessment with regard to achievement of the physical protection objectives and the efficiency parameters established for the nuclear facility PPS. Recommendations on the composition and content of the data reflecting the nuclear facility PPS efficiency assessment results are provided in the sub-section "Basic results and findings of efficiency assessment" of this Provision.

16. If only a part of the previous PPS efficiency assessment report is changed subsequent to the PPS efficiency assessment performed in the cases specified in par. 9 and 10 of this Provision it is recommended to issue this part of the report in the form of an appendix to the existing report. This appendix is also recommended to contain the conclusions reflecting the impact of the introduced changes on the nuclear facility PPS condition.

17. It is recommended to store the nuclear facility PPS efficiency assessment report as well as the appendix thereof with any changes introduced subsequent to each PPS efficiency assessment at the nuclear facility within the entire operating lifetime of the PPS subjected to efficiency assessment even in cases when the regulatory documents prescribe any shorter storage period for the report.

III. Composition and content of the physical protection system efficiency assessment report for nuclear facilities

18. It is recommended that the PPS efficiency assessment report should consist of the following sections:

Title page;

Introduction;

The set of models and methodology for the PPS efficiency assessment;

Source data;

PPS efficiency assessment;

Basic results and findings of efficiency assessment;

Conclusion.

19. The recommended composition and titles of the PPS efficiency assessment report sections may be changed and supplemented subject to retaining of the report content specified in this Provision.

Recommended format of the title page

20. The following shall be provided on the title page of the PPS efficiency assessment report:

1) the authorizing signature of the nuclear facility director;

2) approval signatures of:

the person in charge of the physical protection arrangement at the nuclear facility;

the head of the nuclear facility security division;

the representative of the specialized organization engaged in the nuclear facility PPS efficiency assessment (in case any such organization is involved in the PPS efficiency assessment at the nuclear facility).

21. According to the decision of the nuclear facility administration the signatures of the heads of the nuclear facility structural units participating in operation of NM and NM storage facilities (the physical protection objects) as well as other members of the PPS efficiency assessment working group may be also provided on the signature sheet following the title page.

22. Each appendix to the PPS efficiency assessment report with any changes developed in the course of regular efficiency assessment shall have a title page and shall be approved and agreed in accordance with the procedure prescribed in par. 20 of this Provision.

Recommendations on the content of the section "Introduction"

23. It is recommended to present the following data in the section "introduction":

1) the name of the nuclear facility (organization) for which the PPS efficiency is assessed;

2) brief description of the main activity of the nuclear facility;

3) the information on the order (resolution) of the nuclear facility administration constituting the basis for the PPS efficiency assessment;

4) composition of the working group for the PPS efficiency assessment including:

the head of the working group;

heads of sub-groups (if any);

members of the working group (with indication of their position and the organization they belong to, as well as the sub-groups where they work in the course of the PPS efficiency assessment);

5) the time limits for the PPS efficiency assessment;

6) the reasons for the PPS efficiency assessment at the nuclear facility (with due regard for the provisions of par. 9 of this Provision);

7) the scope of the PPS efficiency assessment:

the PPS efficiency assessment for individual physical protection objects;

the PPS efficiency assessment for the set (sets) of physical protection objects.

Recommendations on use of the set of models and methodology for the physical protection system efficiency assessment

24. The set of models for the PPS efficiency assessment includes the following components:

1) the nuclear facility model;

2) the PPS functioning model;

3) the adversary model.

25. It is recommended to determine the level of detail for the information included into the description of the set of models for the PPS efficiency assessment based on the selected PPS efficiency assessment method with due regard for the objectives specified by the nuclear facility administration for the PPS efficiency assessment.

26. The methodology for obtaining of the PPS efficiency assessment results shall include the parameters used as the source data for calculations, the procedure for development and application of the set of models for the PPS efficiency assessment related to the particular nuclear facility and the relevant source data, the procedure for calculations, presentation and analysis of the calculation results.

27. The set of models and methodology for the PPS efficiency assessment may be determined or recommended by the atomic energy use controlling agency responsible for the nuclear facility, or selected from among the models and methodologies developed or applied by the specialized organization engaged for the PPS efficiency assessment.

The specialists of the nuclear facility or the engaged organization (at the request of the nuclear facility administration) may develop the set of models and methodology for the PPS efficiency assessment to be applied at the particular nuclear facility on the basis of the methodological provisions for the PPS efficiency assessment determined by the atomic energy use controlling agency. The procedure for use of such models and methodologies for the PPS efficiency assessment at the nuclear facility is prescribed in the laws and regulations of the relevant atomic energy use controlling agencies.

28. It is recommended to include the following information into the section "Set of models and methodology for the PPS efficiency assessment":

1) the name of the selected PPS efficiency assessment method;

2) description of the applied nuclear facility modeling techniques (for example, descriptive, graphical, graphical-analytical) and the physical protection objects, the boundaries of physical protection and the PPS components at the facility, actions of the adversaries and security staff;

3) information on the applied mathematical tools, for example, analytical calculations, simulation modeling of the PPS functioning algorithms;

4) information on the software tools and applications used for the PPS efficiency assessment:

the computer platform and operating system for software applications;

the developer of software applications and the time of their development (the program version);

validation and (or) availability of special permits for use of the software applications issued by the atomic energy use controlling agency;

experience in use of the software applications at nuclear facilities and (or) high-security facilities of different purposes;

5) the efficiency parameters calculated in the models of the adversary's actions and functioning of the PPS components;

6) evaluation of any opportunities and limitations determined through the use of the selected PPS efficiency assessment method: basic assumptions adopted in the course of modeling, their potential effect on the results, the information on the impact of any source data changes on the result;

7) the main types of uncertainties taken into account in the set of models for the PPS efficiency assessment (stochastic property of physical processes, natural and behavioral uncertainties); the basic principles for consideration of the above-mentioned uncertainties are the following:

use of the validated data on the values and distribution of parameters;

postulation of distributions of the parameter values characterizing unknown quantities, natural and behavioral uncertainties;

use of the worst (with regard to physical protection) values of the parameters included into the calculation formulae from among their determination ranges (the worst external conditions and the adversary's action options for the nuclear facility) in case when the worst values of the parameters are obvious from their physical sense;

discretization of the continuous parameter domains in order to compile the countable set of options for the purpose of their screening in the course of modeling and determination of the worst parameter values for physical protection in cases when the worst parameter values are not obvious.

29. In selection of the set of models and methodology for the PPS efficiency assessment it is recommended to consider the experience of their application, the validation results, availability and understandability for specialists.

Source data

30. The source data used to calculate the efficiency parameters of the nuclear facility PPS shall be specified in the section "Source data".

31. It is necessary to consider the identified threats for nuclear materials, nuclear installations and NM storage facilities and the adversary models defined within the design basis threat in preparation of the source data for the PPS efficiency assessment.

32. It is recommended to provide the list of all information sources used as the basis to compile the source data in the section "Source data".

33. It is recommended to specify the following for the quantitative values of the source data (parameters):

1) the range or domain of their possible values (minimal, maximal);

2) external conditions (season of the year, night/ day, weather conditions) or any other uncontrollable parameters affecting the source data as well as the nature of these dependencies;

3) the facility operating schedules (the business hours, night time (off-hours), weekends and holidays, special operating schedules, emergency situation regime).

It is recommended to specify which of the three parts of the set of models for the PPS efficiency assessment determined in par. 24 of this Provision the corresponding source data refer to.

Model of the nuclear facility

34. The term "model of the nuclear facility" means the formalized description of the physical protection objects and topology of the nuclear facility recommended in order to determine the action parameters of the opposing parties (adversaries and security staff). It is recommended to include the following source data into this model:

1) the nuclear facility layout with the basic dimensions and distances specifying:

the periphery of the facility;

buildings and structures of the facility with indication of those where any physical protection objects, security staff and control rooms are located;

roads with indication of their type defining the possibility for access of various vehicles (trucks, cars, special-purpose vehicles) as well as the potential maximum speed of each vehicle type in the course of movement along the corresponding road sections;

areas within the territory of the facility where any vehicles can move off-road as well as the potential maximum speed of each vehicle type in the course of movement along the corresponding road sections;

fencing along the periphery of the security zones of the nuclear facility (protected, internal and critical zones) as well as individual areas (zones) within the territory of the nuclear facility;

2) description and layout of the buildings (structures) where any physical protection objects are located, including:

dimensions of the building (structure), the number of floors, the type of the civil structures (in order to determine their strength properties as physical barriers for adversaries);

description of the access points to the building, the number of entrances and exits including emergency ones, their location, types of door assemblies;

peculiarities of the window aperture designs, their reinforcement with lattices;

presence of any process penetrations, such as air ducts, shafts, sewage pipes that can be used by the adversaries to get into the nuclear facility territory or into any categorized buildings (rooms);

presence of any additional structures on the facades of any buildings and facilities (for example, fire-escape ladders, architectural elements);

3) description of the physical protection object locations including:

characteristics of the rooms where the physical protection objects are located; entrances/ exits, peculiarities of civil structures, windows, process penetrations;

presence of any special-purpose packages, containers, lock boxes used for additional restriction of access to the physical protection objects in the areas of their storage and use;

4) the list of physical protection objects and their characteristics:

names of the physical protection objects;

for each physical protection object:

NM category;

the category of consequences of any unauthorized actions in case of the design basis threat implementation and description of the nature of any potential consequences;

the type and form of nuclear materials located at the nuclear facility (in the form of inventory items, in bulk form) and other characteristics defining the possibility for NM theft or any act of sabotage;

information on the NM handling procedure.

Model of the physical protection system functioning

35. The sub-section "Model of the physical protection system functioning" shall contain formalized description of the PPS components at the nuclear facility and the procedure for their functioning.

It is recommended that description of the PPS functioning model should include the following data:

1) description of the security zones:

name of the security zone;

location of the security zone within the territory of the facility, in the building/ structure;

location and dimensions of the security zone boundary (with reference to the area and structure);

2) description of the physical protection boundary sections (segments) for each security zone;

3) general information on the physical protection boundary section (the data on the sections with similar characteristics may be consolidated with indication of the quantity of such sections):

the section name and number;

the type of the security zone boundary section (segment): a section with the physical protection engineering features, an access control post for people or vehicles, a channel penetrating through the security zone periphery (a utility tunnel, a water supply pipe), a boundary of any building/ structure/ room;

the length (dimensions) of the section (segment);

4) availability of the physical protection hardware:

the detection means used at the physical protection boundary section;

the type (physical principle) of each detection device (capacitive, triboelectric, infrared, active, radio wave, etc.), the shape and dimensions of its coverage zone;

the analyzed (established in the adversary model) ways used by the adversary to pass through the physical protection boundary at the section and the probability of the adversary detection by the hardware for each mode of action;

equipment of the boundary section with the video surveillance devices (in case of video surveillance arrangement at the section) with indication of their peculiarities, such as operability under night and day conditions (availability of lighting, continuous lighting at night or lighting actuation by the alarms from detection devices), location of the surveillance coverage zone in relation to the detection means and the physical barriers at the physical protection boundary section;

usage of access control means at the access control posts, entrances/ exits of the categorized buildings and rooms, vehicle access control posts with indication of:

types of barriers (turn-stiles of the relevant type, airlocks, doors);

attributes used for identification or authentication of any person or vehicle upon passing (a personal identification code, a digital access badge of the relevant type, check of the pass permit with a photo by the access control inspector);

other information on the access control procedure for persons and vehicles.

36. It is also recommended to include the information on the following actions of the security staff into the section "Model of the PPS functioning":

1) the nuclear facility security assurance techniques;

2) the number of response units;

3) the tactics of the security staff upon receipt of the alarm from any detection device;

4) the time for the response unit deployment   at the area of the adversary interception and the time for movement within the nuclear facility territory;

5) the time for arrival of any external response units;

6) standard weapons, usage of personal equipment for protection against small arms.

Adversary model

37. The sub-section "Adversary model" shall contain the formalized description of any potential adversary actions based on the vulnerability analysis results presented in the nuclear facility vulnerability analysis report and included into the design basis threat.

38. It is recommended that the general information on the adversaries should include:

1) the adversary type according to the right of access to the nuclear facility (internal, external adversaries and adversaries acting in collision);

2) the adversary category according to the action purpose (terrorists, diversionists, criminals, extremists, accomplices to other categories of adversaries, intruders);

3) the maximum number of adversaries of each type and category;

4) the purpose of the adversary's actions (theft of nuclear materials, an act of sabotage, an act of terrorism in relation to any nuclear materials, nuclear installation and NM storage facilities);

5) availability of weapons for the adversaries, for example, cold arms or fire arms (the typical models shall be specified).

6) availability of any means for the adversaries to pass through the physical barriers and to unlock the protective structures (improvised means, any tools used to make holes in the enclosures, walls, protective structures, equipment for burning of holes in the fencing sheets, civil structures and metalwork, explosive substances and devices);

7) availability of portable communication means, day and night vision observation devices (binoculars, night vision devices, thermal cameras), any equipment for interception of the radio communications of the security and physical protection staff, devices for suppression of the radio equipment at the facility in order to block any calls for external forces and transmission of alarm messages;

8) the ways to pass through the physical barriers at the physical protection boundary sections (climbing over the fence through the use of any improvised means, making a hole in the enclosure, civil or protective structure, making a tunnel under the enclosure or civil structure, bypassing of any enclosure above it);

9) familiarity of the adversaries with the general location of the buildings and structures, enclosures of the zones within the territory, the nature of the physical protection objects and their location in the zones, buildings, structures and rooms, as well as with the PPS functioning regimes, location of the security staff, arrangement of access to the facility, its zones and buildings;

10) the degree of the adversary's preparedness for commitment of the actions (the ordinary level of preparation, the level of general military training of the general-duty military units or private security agencies, the level of special training of the special action forces and terrorist organizations);

11) forms of the theft and act of sabotage (an overt attack against the facility, covert intrusion, covert intrusion to the locations of the security staff with subsequent open attack, suppression or killing of the security staff).

39. The formalized data on the adversaries and their actions shall include the following information:

1) the list of the physical protection objects subject to the PPS efficiency assessment divided into sub-groups for each location (security zone) within the facility; in case several physical protection objects with the same source data for efficiency assessment are located in the same place (zone) it is recommended to present these objects as a single group physical protection object for which one value of the PPS efficiency parameter shall be assessed;

2) the list of the adversary's action scenarios compiled on the basis of the source data on the adversary type and category, their purpose and actions performed to commit the act (the ways to pass through the physical barriers, the speed of movement within the facility territory, the battle tactics against the security staff). The adversary's action scenarios shall be used to calculate individual values of the PPS efficiency parameters; it is recommended to consider the following in selection of the adversary's action scenarios:

the NM theft scenarios when the adversary must not only get to the NM location but also take the stolen nuclear materials out of the facility territory, and acts of sabotage at the nuclear facility committed after intrusion to the locations of the physical protection objects;

scenarios using the forms of overt attack, covert intrusion and combined impact;

scenarios for the actions of:

- a single external adversary;

- a single internal adversary of the most dangerous category;

- a single external adversary acting in collision with the assisting internal adversary;

- a group of external adversaries with the maximum size acting as a single group;

- a group of external adversaries with the maximum size acting as two groups, with one of these group committing the theft or act of sabotage and another - blocking or killing the security staff.

It is recommended to consider all actions scenarios for the particular number of adversaries in cases with the maximum possible set of weapons, equipment and tools used by the adversaries.

40. In development of the adversary model it is recommended to give references to the sources of information and also to provide the explanations for each developed model with indication of the adopted assumptions.

41. The data specified in par. 38 and 39 of this Provision may be supplemented upon accumulation of the experience in application of the relevant set of models and methodology for the PPS efficiency assessment.

The operating organization and (or) the atomic energy use controlling agency is recommended to create and improve the database of information, characteristics and parameters of adversary models used in course of the PPS efficiency assessment, design and operation at nuclear facilities.

42. In case any software packages are used for the PPS efficiency assessment the source data shall be recorded in the relevant files; it is recommended to store these files at the nuclear facility for subsequent use in repeated PPS efficiency assessment, particularly with introduction of the required amendments.

Assessment of the physical protection system efficiency

43. The content of this section shall be defined in the nuclear facility PPS efficiency assessment methodology. The PPS efficiency assessment methodology shall include description of the stages, correlations, calculation algorithms for the efficiency parameters and presentation of the obtained results.

44. It is recommended to present brief description of the calculation methodology in this section:

1) for the parameters (probability of the adversary detection, the detaining time, the time for the situation evaluation) characterizing performance of the tasks for detection of the adversaries, their detaining and evaluation of the situation in the PPS control rooms and (or) by the security staff for each section of the PPS physical protection boundary;

2) for the PPS efficiency parameters defining the capability of the security staff to intercept and suppress the adversaries acting in accordance with one of the scenarios at the particular route of their movement towards the physical protection object.

45. It is recommended to describe the calculation methodologies with presentation of the main design ratios and (or) calculation algorithms for the relevant PPS efficiency parameters.

In calculations of the efficiency parameters it is recommended to describe the applied principles (algorithms) for selection of the particular route and tactics of the adversaries and security staff from many options of actions of the opposing parties for each stage of the relevant adversary action scenario. In particular, the algorithms for selection from many options include compilation of combinations of the parameter values characterizing the sets (varieties) of action options for the parties, for example, direction of the adversary movement from one physical protection boundary section to another, sequence of the security staff relocations.

46. It is recommended to present the calculation results for the efficiency parameters in the form of the matrix of values for the combinations of "physical protection object - adversary model (from the design basis threat)" options.

In the course of the matrix filling it is recommended to apply the guaranteed result principle which means determination of the worst result for achievement of the physical protection objective, i.e. the minimum efficiency parameter value for the PPS.

47. In statement of the content of this section it is recommended to aim for the most consistent and logical arrangement of the material enabling to evaluate the peculiarities of the PPS efficiency assessment methodology and the impact of the adopted assumptions and simplifications on the physical sense of the obtained efficiency assessment results. It is also recommended to evaluate sensitivity of the methodology to any changes of the parameters included into the set of models for the PPS efficiency assessment.

48. In statement of the section content it is permitted to omit the descriptions of the set of models and methodology for the PPS efficiency assessment contained in the documentation (description, the user manual) subject to availability of the above-mentioned documentation at the nuclear facility and the required completeness of the data presented in it.

Basic results and findings of efficiency assessment

49. It is recommended to present the following basic results of the PPS efficiency assessment in this section:

1) values of the PPS efficiency parameters recommended to be presented in the form of a table in accordance with Appendix 2 to this Provision;

in the table it is recommended:

to highlight the guaranteed PPS efficiency parameter - the minimum value in the table in any way (with color or font size);

to highlight the parameters with the values at least equal to the minimum permissible PPS efficiency level (value) established for the nuclear facility in any other way;

in case the table contains any parameters below the above-mentioned level it is recommended to highlight their values in any way different from the others;

2) it is recommended to supplement the probability calculation results with regard to suppression of the adversaries by the security staff (the response unit and external response forces called in the prescribed cases) with the source data on the security staff groups and adversaries:

the number of the battle participants on both sides;

weapons of the battle participants;

the site location;

position in the course of the battle and any shelters used prior to and in the course of the battle;

description of the estimated battle results, the fire activity algorithm, movement, change of shelters, weapons recharging. etc. implemented in the set of models and methodology for the PPS efficiency assessment.

50. It is recommended to specify the following additional results for any physical protection objects (their locations) with the PPS efficiency not complying with the established minimum level in the report for subsequent analysis:

1) the information on the critical route (with the minimum calculated PPS efficiency parameters) of the adversary's movement through the physical protection boundaries with indication of:

the sequence of the physical protection boundary sections passed by the adversaries in the course of their movement to the physical protection object locations and back from the facility territory (for the theft scenarios);

for each physical protection boundary section - the calculated probability of the adversary detection (for the relevant ways used by the adversaries to pass through the section), the time for detaining of the adversaries, the probability of the adversary interception by the alarm group prior to passing through the section;

the critical points of the adversary's route with the worst detection of his/ her actions and the minimum detaining of the adversary (or absence thereof);

2) the information on the results of the battle between the adversary and the security staff affecting any PPS efficiency parameter reduction where it is recommended to specify the following:

the probability of the successful battle outcome for the security staff;

the size of the alarm group engaged in the battle;

weapons of the alarm group;

the battle tactics.

Conclusion

51. It is recommended to present the analysis results with regard to the calculated PPS efficiency parameters in this section. Any potential causes of the physical protection level (the PPS efficiency parameter) non-compliance with the established (minimum permissible) level for the nuclear facility shall be specified on the basis of the data given in par. 49 and 50 of this Provision. The potential causes may include:

1) insufficient time for the adversary detaining at the individual sections of the security zone periphery;

2) low probability of detection of any unauthorized activities at the individual sections of the security zone periphery or at the access control posts;

3) insufficient size of the response unit for successful suppression of the adversaries;

4) changes of the threats for the nuclear facility, review of the adversary models (development of new ones) not taken into account in the design of the physical protection engineering features;

5) any other causes reducing the PPS efficiency.

52. The working group shall make the conclusion on the PPS capability to stand against the design basis threat determined for the nuclear facility based on the obtained PPS efficiency assessment results.

53. In case the PPS efficiency assessment is carried out due to any changes (planned changes) of the parameters for individual PPS components (characteristics of the physical protection engineering features, changes in the security staff size, adoption of new weapon type) it is recommended to specify the findings with regard to feasibility of such changes and their effect on performance of the PPS tasks in the conclusion.

54. This section is recommended to include the proposals of the working group for further improvement of the nuclear facility PPS in order to enhance the PPS efficiency parameters or to maintain them at the acceptable level.

55. Upon detection of any significant drawbacks of physical protection subsequent to the PPS efficiency assessment the working group is recommended to propose the list of remedial measures aimed to eliminate these drawbacks and to specify it in the PPS efficiency assessment report.
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ABBREVIATIONS

- - Access Control Post

NM storage facility - Storage Facility for Nuclear Materials

PPS - Physical Protection System

NM - Nuclear Material

NI - Nuclear Installation

Appendix 2 
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PPS EFFICIENCY PARAMETERS

	Physical protection object/ its location
	Adversary models

	
	Adversary model 1
	Adversary model 2
	Adversary model n

	Physical protection object 1 
	0,хх
	0,хх
	0,хх

	Physical protection object 2 
	0,хх
	0,хх
	0,хх

	Physical protection object m 
	0,хх
	0,хх
	0,хх


