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PROVISION
 ON THE COMPOSITION AND CONTENT OF THE NUCLEAR FACILITY VULNERABILITY ANALYSIS REPORT
(RB-070-11)
I. General 

1. The Provision on the composition and content of the nuclear facility vulnerability analysis report (hereinafter - the Provision) is reckoned among safety guides, serves as guidelines and do represents no law or regulations.
2. The Provision contains recommendations of the Federal Environmental, Industrial and Nuclear Supervision Service (hereinafter - Rostechnadzor) on the structure and content of the nuclear facility vulnerability analysis report performed by the nuclear facility administration.

3. The Provision is intended for application by the personnel of any nuclear facilities performing the nuclear facility vulnerability analysis and any specialized organizations engaged in the nuclear facility vulnerability analysis and issuance of the nuclear facility vulnerability analysis report. The recommendations of this Provision may be also taken into account by the employees of any structural units of the central office of Rostechnadzor and its inter-regional territorial directorates for nuclear and radiation safety supervision in the course of any audits of compliance with the regulatory requirements in the area of physical protection of nuclear materials, nuclear installations and storage facilities for nuclear materials with regard to the nuclear facility vulnerability analysis.

4. This Provision defines the recommended composition and content of the nuclear facility vulnerability analysis reports developed subsequent to implementation of this Provision.

Terms and definitions established in the Physical Protection Rules for Nuclear Materials, Nuclear Installations and Storage Facilities for Nuclear Materials approved by Resolution of the Government of the Russian Federation No. 456 dated July, 19, 2007  "On approval of Physical Protection Rules for Nuclear Materials, Nuclear Installations and Storage Facilities for Nuclear Materials" are used in this Provision.

The list of abbreviations is given in Appendix to this Provision.

6. This Regulation contains the recommendations applicable to any activities related to design, improvement and functioning of the physical protection systems at nuclear facilities.

7. The aim of the nuclear facility vulnerability analysis is to detect any vulnerable points, to define any threats, potential ways of their realization and the design basis threat (the adversary model).

The results of the nuclear facility vulnerability analysis are the source data for arrangement of the nuclear facility PPS, its improvement and assessment of the nuclear facility PPS efficiency.

Vulnerabilities include any areas where nuclear materials are located as well as individual components of systems, equipment, devices of the nuclear installation or nuclear material storage facility as any actions against them may lead to an emergency or pose a threat to health or life of people due to radiation exposure, or lead to radioactive contamination of the environment.

Potential threats caused by malicious activities of any adversaries shall be considered in the course of the nuclear facility vulnerability analysis.

8. The nuclear facility vulnerability analysis shall be carried out based on the requirements and provisions of the laws and regulations of the Russian Federation.

9. The nuclear facility administration is recommended to carry out vulnerability analysis in the following cases:

1) any changes of threats at the federal and regional level as defined by the relevant competent authorities;

2) detection of any new vulnerabilities of the NI or NM storage facility;

3) any changes in the NI operating conditions, the production technologies, conditions of the nuclear material use and storage, state of any equipment;

4) refurbishment of the nuclear facility (any nuclear installations, NM storage facilities, buildings, structures, rooms within the facility, performance of any repair works).

The nuclear facility administration may also carry out vulnerability analyses in any other cases on its own initiative.

10. The nuclear facility vulnerability analysis is recommended to be carried out by the working group consisting of:

1) representatives of the nuclear facility safety staff;

2) representatives of the nuclear facility security division;

3) representatives of the specialized organization performing the nuclear facility vulnerability analysis (in case any such organization is engaged according to the decision of the nuclear facility administration);

4) specialists in design and operation of nuclear installations and NM storage facilities, information protection, nuclear, radiation, technical (technological) and fire safety, NM accounting and control.

II. Procedure for development of the nuclear facility vulnerability analysis report

11. The procedure for the nuclear facility vulnerability analysis shall be specified in the departmental or inter-departmental regulations. It is also recommended to take into consideration the requirements stated in the regulations of the atomic energy use control agency and any documents of the operating organization defining the procedure and scope of the nuclear facility vulnerability analysis in development of the nuclear facility vulnerability analysis report.

12. If only some part of the previous report is changed as a result of any regular nuclear facility vulnerability analysis carried out in any cases specified in par. 9 of this Provision the above-mentioned changes shall be stated in the appendix to the existing report. In this case the previous variants of the modified sections in the nuclear facility vulnerability analysis report shall be marked as excluded from the report.

13. The nuclear facility vulnerability analysis report as well as any appendices thereof with any changes subsequent to the new nuclear facility vulnerability analysis shall be stored at the facility within the entire lifetime of the nuclear facility PPS for which the nuclear facility vulnerability analysis results specified in the relevant report remain in force.

III. Composition and content of the nuclear facility vulnerability analysis report

14. The nuclear facility vulnerability analysis report is recommended to consist of the following sections:

Title page;

Introduction;

Description of the nuclear facility;

Vulnerabilities of nuclear installations and storage facilities for nuclear materials;

Objects of physical protection;

Threats for the nuclear facility;

Design basis threat;

Conclusion.

15. Composition and titles of the nuclear facility vulnerability analysis report sections may be supplemented without sacrificing the basic content specified in this Provision.

The section "Design Basis Threat" may be excluded from the nuclear facility vulnerability analysis report in case of its issuance as a separate document.

16. The following shall be specified on the title page:

1) the authorizing signature of the nuclear facility director;

2) approval signatures of:

the person in charge of the physical protection arrangement at the nuclear facility;

the head of the nuclear facility security division;

the representative of the supporting specialized organization (in case any such organization participates in the nuclear facility vulnerability analysis).

17. According to the decision of the nuclear facility administration signatures of the heads of any nuclear facility structural units engaged in operation of any PP objects at the facility and other members of the nuclear facility vulnerability analysis working group may be specified on the signature sheet which is an attachment to the title page.

18. If any partial changes are introduced to the report subsequent to the nuclear facility vulnerability analysis through issuance of an appendix as stated in par. 12 of this Provision it is recommended to issue a new title page with the relevant authorization and approval.

19. It is recommended to provide the following data in the section "Introduction":

1) the name of the nuclear facility (organization) for which vulnerability analysis has been carried out;

2) brief description of the main activity of the nuclear facility;

3) information about the order (instruction) of the nuclear facility administration serving as the basis for the nuclear facility vulnerability analysis, approval of the head and composition of the working group, definition of the tasks for the working group and the time limits for the nuclear facility vulnerability analysis;

4) the grounds for the nuclear facility vulnerability analysis (with due regard for par. 9 of this Provision);

5) composition of the nuclear facility vulnerability analysis working group including:

the head of the working group;

heads of sub-groups (if any);

members of the working group with indication of their positions, sub-groups where they work and the degree of their participation in the nuclear facility vulnerability analysis;

6) time limits for the nuclear facility vulnerability analysis.

20. Description of the nuclear facility is necessary to define the areas where the PP objects are or may be located.

If the nuclear facility has any other adjacent sites apart from the main one where actions of adversaries may pose any threat for safety of nuclear materials, nuclear installations and NM storage facilities located within the main site of the nuclear facility it is recommended to provide description of all such sites in this section.

21. It is recommended to provide the following data included into the section "Description of the Nuclear Facility":

1) general information on the nuclear facility;

name of the nuclear facility;

type of the nuclear facility (for example: nuclear power plants, nuclear fuel production plants, enrichment facilities, uranium mining facilities, chemical works, scientific, research and educational organizations);

main characteristics of the NM storage facility (for example dry storage, wet storage) and nuclear installation (for example a power reactor of RBMK-1000, VVER-440 type, a research nuclear reactor);

2) peculiarities of the nuclear facility location:

peculiarities of the terrain and vegetation, as well as any other natural features at the territory of the nuclear facility and the adjacent region within the area of potential observation over the facility by any adversaries through the use of state-of-the-art observation means;

peculiarities of the adjacent water zone (if any);

climatic and weather conditions in the region of the nuclear facility;

3) it is recommended to provide the nuclear facility layout with the basic dimensions and distances as an appendix to the nuclear facility vulnerability analysis report with indication of the following:

the periphery of the facility site as well as the adjacent sites;

buildings, structures and industrial sites with indication of the ones where any PP objects, security forces, control rooms for the PPS functioning assurance at the nuclear facility are located;

roads with indication of their types;

enclosures (access control means) at the periphery of the security zones of the nuclear facility (protected, internal and critical zones) as well as individual areas within the territory;

4) information on any buildings (structures) where PP objects, the PPS control rooms and security forces are located:

dimensions of the building (structure), number of floors, floor plans and room plans in case of necessity;

description of the building access points (for example: number of entrances and exits including emergency ones, their location, types of door assemblies);

peculiarities of the window aperture designs, their reinforcement with grating and other physical barriers;

peculiarities of the ventilation systems, pipelines, conduits (including cable ones), tunnels, shafts that can be used by adversaries in order to get in;

presence of any additional structures on the facades of any buildings and facilities (for example, fire-escape ladders, architectural elements);

5) information on location of the PP objects:

characteristics of the rooms where the PP objects are located (for example: entrances/ exits, strength type of the civil structures determining the possibility for adversaries to make any holes in the structures in order to get in, number of windows);

arrangements for limitation of access to nuclear materials within the areas of their storage and use (for example, application of special-purpose package, containers, lock boxes);

6) information on any peculiarities related to the personnel work pattern at the facility;

7) availability and location of any vehicles at the nuclear facility;

8) information on any external organizations situated or performing any works at the nuclear facility with indication of their locations within the facility, security zones and controlled access areas where the personnel of these organizations may enter.

22. The list of data specified in par. 21 shall not be considered as exhaustive. According to the decision of the working group descriptions of additional characteristics and peculiarities of the nuclear facility may be included into the section "Description of the Nuclear Facility".

23. It is recommended to specify the required peculiarities of the nuclear, radiation, fire, technical (technological) safety systems, NM accounting and control, other special arrangements for information protection at the facility to be taken into consideration for the nuclear facility vulnerability analysis in the description of the nuclear facility.

24. It is recommended to describe the procedure for detection of vulnerabilities of each NI and each NM storage facility located at the nuclear facility in the section "Vulnerabilities of Nuclear Installations and Nuclear Material Storage Facilities". It is recommended to include the following into the description of the procedure:

1) description of any potential sources and mechanisms of radioactivity release or loss of nuclear materials;

2) description of definition of the list of components capable of resulting in an act of sabotage or theft of nuclear materials in case of their damage;

2) description of location of components capable of resulting in an act of sabotage or theft of nuclear materials in case of their damage;

4) information on definition of the group of components or locations of components subject to physical protection which shall prevent acts of sabotage or theft of nuclear materials;

5) any other information required to detect vulnerabilities of the nuclear installation or NM storage facility.

25. It is recommended to provide description of the PP objects and their location in the section "Physical Protection Objects".

26. It is recommended to include the complete list of their names into the description of the PP objects. It is recommended to specify the following for each PP object:

1) for nuclear materials and NM-based products - the NM category in accordance with the PP Rules;

2) presence of any significant quantity of nuclear materials for direct use;

3) category of the consequences of any unauthorized actions in accordance with the PP Rules;

4) the following characteristics of nuclear materials:

the isotope type;

degree of irradiation;

isotope content by mass (enrichment);

weight;

physical and chemical form;

physical state;

presence within any product, in a container, in the form of accountable units, in bulk form or in any other form;

any other characteristics affecting the possibility to steal the nuclear material and commit any act of sabotage against the PP object;

5) information on location of nuclear materials, nuclear installations and NM storage facilities and the NM handling procedure;

6) for vulnerabilities of nuclear installations and NM storage facilities:

the complete list of vulnerabilities for each nuclear installation and NM storage facility with indication of their designation and location in the building (structure, room);

information on operational states and operation modes of the nuclear installations and NM storage facilities;

7) any other peculiarities and characteristics necessary to determine threats.

27. It is recommended to indicate the location of the PP objects on the nuclear facility layout.

28. It is recommended to describe any potential threats for the nuclear facility associated with deliberate and purposeful actions of adversaries in the section "Threats for the Nuclear Facility".

29. It is recommended to consider only the threats resulting in theft of nuclear materials or acts of sabotage against any nuclear materials, nuclear installations and NM storage facilities in case of their realization by adversaries.

30. It is recommended to define threats in relation to each particular PP object and present them as the list of threats for the particular PP object or group of PP objects for which threats are similar.

31. It is recommended to describe peculiarities and characteristics of each threat determined on the basis of the obtained information on the PP objects.

32. Description of each threat is recommended to include the following information:

1) the result of the threat realization by adversaries (theft of nuclear materials or an act of sabotage against any nuclear materials, nuclear installations and NM storage facilities) defined in relation to the particular PP object or group of PP objects;

2) general description of the potential way of implementation for theft or an act of sabotage;

3) information on location of internal and external adversaries in the course of theft or an act of sabotage, particularly with indication of the case when simultaneous presence of adversaries at several locations within the nuclear facility or outside it remote from each other is required in order to commit such an act;

4) the list of any potential actions of adversaries at the location of any PP object (objects) aimed to commit theft or an act of sabotage;

5) for any threats of theft - the possibility to move nuclear materials by one person or a group of several persons, the need to use a trolley or vehicle in order to transport nuclear materials and a lifting device to handle nuclear materials;

6) the list of tools and devices necessary to commit theft or an act of sabotage;

7) the time required for adversaries in order to commit theft or an act of sabotage;

8) any other characteristics and peculiarities of the threat.

33. It is recommended to provide description of the design basis threat including the information on adversaries and the tactics of their actions at the nuclear facility in the section "Design Basis Threat".

34. It is recommended to provide the data and characteristics of the design basis threat necessary and sufficient to commit theft or an act of sabotage with due regard for the entire variety of the adversary's actions. It is not recommended to include the data and characteristics to be counteracted by other arrangements of the state PPS organized by any other authorities and organizations acting outside the nuclear facility territory or within the nuclear facility territory in the prescribed specific circumstances into the design basis threat.

35. It is recommended to specify the following data in the design basis threat description:

1) it is recommended to define the following types of adversaries according to the right of access to the nuclear facility:

internal adversaries with the right of access to the nuclear facility territory and its protected zones, buildings (structures) and rooms, to nuclear materials and components of nuclear installations, and to any other PP objects;

external adversaries (active and passive) without the above-mentioned right of access;

external adversaries acting in collusion and with the help of internal adversaries (together);

2) for internal adversaries it is recommended to specify the groups of adversaries with authorized access to certain protected zones, buildings, structures and rooms; for each category of internal adversaries it is recommended to specify the access arrangement to the territory of the facility, protected zones and controlled access areas, to any buildings and rooms, to the territory of production sites during and outside the working hours, on weekends and holidays, in regular and emergency situations;

3) it is recommended to define the following categories of adversaries in accordance with the purpose of their actions: terrorists (diversionists), criminals, extremists, accomplices to other categories of adversaries, intruders;

4) it is recommended to specify the following characteristics of adversaries:

types of the adversary's motivation: political (ideological), economic (financial benefit), personal reasons;

the maximum number of internal and external adversaries in groups;

types of weapons the adversaries of the relevant types, groups and categories can use;

tools and devices the adversaries can use in order to pass any physical barriers and to break protective structures;

vehicles the adversaries can use to move towards the facility and within its territory;

degree of the adversary's knowledge about the nuclear facility and its PPS:

general arrangement of buildings and structures, layout of roads and pathways, enclosures of the zones within the territory;

the nature of the PP objects and their location within the zones, buildings, rooms;

information on the nuclear facility PPS, location of the security staff, arrangement of access to the facility, its zones and buildings;

degree of the adversary's preparedness for the action:

the level of ordinary preparation based on the public information studying and self-preparation;

the level of general military training of the general-duty military units or private security agencies;

the level of special training of the special action forces and terrorist organizations;

5) it is recommended to provide information on the tactics of the adversaries including the following data:

the forms of theft and acts of sabotage:

an overt attack against the facility (breaking through the perimeter and the PP boundaries, suppression or killing of the opposing security staff and the facility personnel);

covert commitment of the action (passing through the checkpoint by deceptive means; passing through the PP boundaries in any cunning ways, in a concealed manner, with bypassing of the detection equipment, blocking of alarms and  TV images, masking against identification by the CCTV facilities; with concealed departure from the facility after commitment of the action);

the combined form - covert intrusion to the locations of the security staff (the guard buildings) with subsequent open attack, suppression or killing of the security staff; then - straightforward intrusion to the locations of the PP objects in order to commit theft or an act of sabotage with subsequent overt breakthrough out of the nuclear facility territory;

potential ways to pass through the physical barriers at the PP boundaries;

potential ways to pass (on foot or any vehicle) through checkpoints at the perimeter of the security zones;

the possibility to capture any tools and devices as well as vehicles located within the nuclear facility territory;

the possibility for the adversaries to get in through the adjacent water zone using any floating craft or self-contained underwater breathing apparatus;

battle tactics.

36. In the course of the design basis threat compilation it is recommended to specify references to any sources of information used as the basis for its development and also to provide explanations with indication of the adopted assumptions.

37. It is recommended to present the list of all potential scenarios of the adversary's actions for realization of the threats with their description in the section "Design Basis Threat". The potential scenario of the adversary's actions for realization of the threats shall represent the description of the sequence (algorithm) of actions of the groups and individual adversaries in the course of theft or an act of sabotage. It is recommended to include the following information into the description of the potential scenario of the adversary's actions:

1) on the PP object being the target of theft or an act of sabotage;

2) on the threat for the PP object realized by the adversaries in the course of theft or an act of sabotage;

3) on the adversaries from the design basis threat committing theft or an act of sabotage;

4) description of each stage of theft or an act of sabotage.

38. It is recommended to present the description of the potential scenario of the adversary's actions with the degree of detail sufficient for subsequent assessment of the PPS efficiency.

39. It is recommended to specify the following in the section "Conclusion":

1) the list of the PP objects;

2) statement of the design basis threat;

3) the list of potential scenarios of the adversary's actions for realization of the threats;

4) proposals for coordination of the arranegement for physical protection, nuclear, radiation, technical (technological), fire safety, NM accounting and control, information safety.
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ABBREVIATIONS

- - Access Control Post

SF - Storage Facilities

PPS - Physical Protection System

PP - Physical Protection

NM - Nuclear Material

NI - Nuclear Installation

