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SAFETY GUIDE 
IN THE USE OF ATOMIC ENERGY "ASSESSMENT OF THE STATE OF THE PHYSICAL PROTECTION SYSTEM AT A RADIATION HAZARDOUS FACILITY"

(RB-112-16)

I. General

1. The safety guide in the use of atomic energy "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" (RB-112-16) (hereinafter - the Safety Guide) has  been developed in accordance with Article 6 of the Federal law dated November 21, 1995 No. 170-FZ "On the use of atomic energy" for the purpose of securing the compliance with the requirements of the Federal rules and regulations in the field of atomic energy use "Rules for Physical Protection of Radioactive Substances, Radioactive Waste and Storage Facilities" (NP-034-15) approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service dated July 21, 2015 No. 280 (hereinafter referred to as NP-034-15).

2. This Safety Guide contains recommendations of the Federal Environmental, Industrial and Nuclear Supervision Service on assessment of physical protection system (hereinafter - PPS) at facilities (premises, structures, buildings) where radioactive substances are handled or where a radiation source or storage facility (hereinafter - radiation facilities) is located and (or) operated.

3. This Safety Guide applies to ensuring the physical protection ("PP") of radioactive substances ("RSb"), radiation sources ("RS") and storage facilities (hereinafter referred to as "SF") in accordance with the requirements of paragraph 2 of NP-034-15.

4. This Safety Guide is intended for use by an organization (enterprise) operating RSb or SF, handling RSb or radioactive waste (hereinafter - the organization), in the course of organization and implementation of facility control over compliance with the requirements for ensuring PP of RSb, RS, SF.

5. The assessment of the state of the PPS may be implemented through the use of any other techniques (methods) different from the ones specified in this Safety Guide subject to substantiation of the selected techniques (methods) for safety assurance.

II. Methodology of assessment of the state of  physical protection system

Initial provisions

6. In this Safety Guide, assessment of the state of a PPS is understood as the process of determining the ability of the PPS to perform the functions of PP of RSb, RS, SF (to prevent intruders from committing theft of RSb or radionuclide sources (hereinafter - RnS), which make part of the RS elements, or sabotage at the radiation facility) in accordance with the requirements for ensuring PP of RSb, RS, SF.

7. Assessment of the state of PPS is carried out for the purposes of:

determination of indicators of quality of actual performance by elements (components) of PPS of their functions in accordance with the requirements for ensuring PP of RSb, RS, SF;

identification of the PPS elements failing to comply with the requirements for ensuring PP of RSb, RS, SF;

accumulation of information on ensuring PP of RSb, RS, SF at radiation facilities, which can be used by the management of the organization for making managerial decisions regarding PP of RSb, RS, SF.

8. To assess the state of PPS, this Safety Guide use the method of expert assessment of the state of individual structural elements that make up the PPS, and that of the PPS as a whole.

In this Safety Guide, a structural element is understood as a PPS element (component) that performs a specific function (group of functions) according to the requirements for ensuring PP of RSb, RS, SF.

9. Depending on available time and resources for assessment of the state of PPS in the course of facility control over compliance with the PPS requirements, it is recommended for the organization to make a decision on complete assessment of the state of all structural elements of the PPS or partial assessment of the state of individual structural elements of the PPS.

When performing partial assessment of the state of structural elements it is recommended to assess the entire one or two groups of structural elements as a whole (from the organizational group, technical group or group of structural elements for actions of the PPS personnel).

With time resources being limited, it is recommended to carry out selective assessments of the state of individual PPS structural elements in different periods of time, gradually accumulating information about the state of structural elements in such a way that the assessment of all the PPS structural elements of one group would be followed by the calculation of integral (average and guaranteed) indicators of the state of the group, and the assessment of the state of all the groups of the PPS structural elements would be followed by the calculation of integral and guaranteed indicators of the state of the PPS as a whole.

Structural elements of physical protection system

10. The state of the PPS as a whole is determined by the ability of the structural elements that make up the PPS to perform functions of ensuring PP in accordance with the requirements for ensuring PP of RSb, RS, SF.

11. The criterion for allocation of a separate structural element of the PPS is that this element has certain functions to ensure PP, the quality of which is recommended to be assessed by an expert on a selected scale of ratings with substantiation of assigning a particular rating.

To improve the reliability of obtained results of the PPS state assessment, it is recommended to involve PP specialists who have familiarized themselves with the methodology of PPS state assessment proposed in this Safety Guide as experts.

12. In this Safety Guide, the PPS structural elements are divided into three groups:

organizational structural elements - include measures to organize and maintain PP of RSb, RS, SF;

technical structural elements - include engineering and technical means of physical protection (hereinafter - ETM of PP), which must be used at radiation facilities;

structural elements for personnel actions - include the types of actions of personnel who perform functions to ensure PP of RSb, RS, SF.

13. The recommended list of PPS structural elements for respective levels of PP of a radiation facility is given in Appendix No. 1 hereto.

14. Measures to ensure PP for each organizational structural element are regulated by a document or a set of documents, which determine the composition and procedure for organization and implementation of these measures at radiation facilities. These documents include facility-related administrative and regulatory documents, instructions, design and operational documentation for PPS and ETM of PP.

Organizational structural elements are listed in Table No. 1 of Appendix No. 1 to this Safety Guide.

15. It is recommended to assess the state of a structural element belonging to the group of organizational measures by checking the availability or absence of a document (set of documents), as well as the completeness and sufficiency of the content of a document or set of documents (if any) to meet the requirement (requirements) to ensuring PP of RSb, RS, SF.

16. It is recommended to assess the state of structural elements of the group of organizational measures with the use of process flow charts for checking the state of the PPS structural element contained in Appendix No. 2 hereto.

17. Structural elements belonging to the group of technical measures perform the tasks of detecting unauthorized actions, delay (slowdown) of intruders, provide the PPS control panel operator with information to assess the situation, as well as ensure the functioning of ETM of PP, control and management of access to protected areas, buildings, premises, control of actions of personnel performing functions of ensuring PP of RSb, RS, SF.

18. Technical structural elements include:

1) engineering (physical barriers, security posts and engineering equipment of protected zones and guard posts) and technical (security alarm system, alarm call system, access control and management tools, video surveillance and situation assessment system, power supply means, lighting equipment) PP means;

2) elements of RS structures preventing unauthorized opening of RS and withdrawal of RnS contained therein;

3) PPS control panels and stations;

4) locks and sealing devices;

5) communication means.

Technical structural elements are listed in Table No. 2 of Appendix No. 1 to this Safety Guide.

19. It is recommended to assess the state of a technical structural element by checking the performance by the structural element of PP tasks defined by the requirements for ensuring PP of RSb, RS, SF and by the PPS project.

Checking technical structural elements includes:

1) checking the operability of security alarm systems, alarm call systems, communication means, optical-electronic surveillance system;

2) checking the functioning of access control and management tools;

3) checking the integrity and operability of PP engineering equipment, physical barriers, anti-ram barriers at vehicle checkpoints (hereinafter - checkpoints);

4) checking the availability and actual condition of RS structural elements preventing unauthorized opening of RS and withdrawal of RnS contained therein;

5) checking the availability and actual condition of locks and sealing devices;

6) checking functioning of communication means for ensuring PP of RSb, RS, SF.

20. When checking the state of technical structural elements, it is recommended to use process flow charts for checking the state of a structural element given in Appendix No. 2 hereto.

21. Structural elements for personnel actions include the actions of personnel who perform the scope of responsibilities for ensuring PP of RSb, RS, SF. Structural elements for personnel actions are listed in Table No. 3 of Appendix No. 1 to this Safety Guide.

22. It is recommended to check the actions of each category of personnel performing the functions of ensuring PP of RSb, RS, SF by checking the practical performance of their duties in accordance with the job descriptions to solve the tasks of detection of unauthorized actions, situation assessment, access control and management, PP management, interception and neutralization of offenders.

23. When checking the state of structural elements for personnel actions it is recommended to use process flow charts for checking the state of a structural element given in Appendix No. 2 hereto.

Procedure for assessment of the state of  physical protection system

24. It is recommended to perform assessment of the state of the PPS of radiation facilities by the method of expert examination, which can be carried out by one expert or a group of experts.

25. Recommended procedure for assessment of the state of the PPS of radiation facilities:

1) an expert is appointed, or an expert group is formed;

2) the scope of the state assessment to be held is determined (complete check of all structural elements of PPS; check of an individual group of structural elements; successive checks of structural elements of different groups);

3) assessment of the state of the PPS structural elements is performed in accordance with recommendations of Section III hereof;

4) The results of assessment of the state of the PPS are executed, and conclusions about the compliance of the PPS with the requirements to ensuring PP of RSb, RS, SF are formed.

26. The sequence of obtaining an assessment of the state of the PPS of radiation facilities includes:

1) selecting one group of PPS structural elements (organizational, technical or that for personnel actions);

2) forming a list of structural elements of the selected group to be checked, preparing a set of process flow charts of checking the state of these structural elements;

3) assessment of the state of each structural element in accordance with recommendations of Section III hereof;

4) calculating an integral rating of the state of the group of structural elements in accordance with recommendations of Section III hereof;

To assess the state of several groups of structural elements, the actions specified in subparagraphs 1 to 4 of this paragraph are performed for each group of structural elements.

In case of partial assessment of the state of PPS, the expert (group of experts) makes conclusions about compliance of the checked structural elements with the requirements to ensuring PP of RSb, RS, SF based on the ratings assigned.

In case of complete assessment of the state of PPS, upon obtaining ratings for groups of structural elements, integral indices of the state of the PPS as a whole are calculated in accordance with the recommendations of Section III hereof.

27. It is recommended to enter the results of assessments of the state of structural elements in the sheet of assessment of the state of structural elements, its form given in Appendix No. 3 hereto. In this sheet it is recommended to note the deficiencies that were identified by the expert when assessing the state of the structural element and resulted in a decrease of the rating.

III. Evaluation of the state of physical protection system

28. It is recommended to use the scores 1, 2, 3, 4 to evaluate the state of the structural element (to determine the indicators of the quality of performance by the structural element of its functions).

It is recommended to assign the highest score of "4" to a structural element if there are no deficiencies in the performance by this element of its functions.

It is recommended to assign the score "3" if the structural element has deficiencies that can affect the quality of performance by the structural element of its functions, and the identified deficiencies can be promptly (before the completion of the work of experts who assess the state of the PPS) removed.

It is recommended to assign the score "2" if the structural element has deficiencies that significantly affect the quality of performance by the structural element of its functions, and the identified deficiencies cannot be promptly eliminated, as they require significant time and/or money to develop and (or) implement measures to eliminate the deficiencies.

It is recommended to assign the score "1" to a structural element that does not meet the requirements for ensuring PP of RSb, RS, SF.

Examples:

1) for an organizational structural element, the score "1" is assigned if a document, the availability of which is regulated by NP-034-15, is absent in the organization;

2) for a technical structural element "Technical means of security alarm system at radiation facilities", the score "1" can be assigned in case of absence or inoperability of security alarm system in SF, premises with RSb and RS.

29. Evaluation criteria and possible deficiencies, which may lead to a decrease in the scores assigned to the structural element, are given in the corresponding process flow charts for checking the state of the PPS structural elements in Appendix No. 2 hereto.

The list of possible deficiencies of PPS structural elements, which is specified in the process flow charts, can be supplemented taking into account the knowledge and experience of experts who assess the state of the PPS. The collection of such additions should be used to correct the process flow charts for checking.

30. The following designations are adopted in this Safety Guide:
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 - assessment by the j-th expert of the state of the i-th structural element of the k-th group of structural elements;

j - expert number (j = 1, 2,... M, M - number of experts);

i - number of the structural element in the relevant k-th group;

k - number of the group of structural elements (1 - organizational; 2 - technical; 3 - structural elements on the actions of personnel);

Nk - number of structural elements in the k-th group.

The calculation of assessment of the state of the group of structural elements is performed after receiving assessments of the state of all structural elements that make up the group.

31. It is recommended to use two types of integral state indicators to assess the state of a group of structural elements:

1) integral average indicator of the state of a group of structural elements - the average value of scores of structural elements of one group;

2) integral guaranteed index of the state of the group of structural elements - the lowest score from the assessments of structural elements of one group.

32. The integral average indicator of the state of the k-th group of structural elements[image: image2.wmf]С
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 is calculated by the j-th expert as an average value of scores of the structural elements of the k-th group:

[image: image3.wmf]С

1

.(1)

k

N

k

ij

i

kj

k

f

S

N

=

=

å


33. The integral guaranteed indicator of the state of the k-th group of structural elements is calculated by the j-th expert[image: image4.wmf]Г
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 using the following equation:
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34. Assessment of the state of a group of structural elements by the integral guaranteed indicator corresponds to the worst situation, i.e. the lowest score of assessment of the state of a structural element included in the group.

35. The integrated average indicator of the state of a group of structural elements for the case of assessment by several experts (their number being M) is calculated using the following equation:
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36. The integrated guaranteed indicator of the state of a group of structural elements for the case of assessment by several experts is calculated using the following equation:
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31. To assess the state of the PPS, as a whole, it is also recommended to use two types of integral indicators of state:

1) integral average indicator of the state of the PPS, which is the average value of integral average indicators of the state of groups of structural elements and is calculated using the following equation:
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2) integral guaranteed indicator of the state of the PPS, which is the smallest value of guaranteed indicators of the state of groups of structural elements and is calculated using the following equation:
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38. It is recommended to enter the results of calculation of integral indicators of the state of groups of structural elements and the PPS as a whole into a table, the form of which is given in Appendix N 4 to this Safety Guide.

IV. Results of assessment of the state of physical protection system

39. Based on quantitative indicators of the state of PPS it is recommended to draw conclusions about compliance of the PPS of radiation facilities with requirements to ensuring the PP of RSb, RS, SF.

40. Obtaining the integral guaranteed indicator of the state of PPS below the score "4" indicates the presence in the PPS of elements that perform their functions with deficiencies (scores "2" and "3") or do not perform them at all (score "1").

41. In some cases, during the calculation of integral state indicators, the integral average and integral guaranteed indicators of the state of a group of structural elements and the PPS may differ significantly. Such a situation is possible when most of the structural elements receive the highest score, and one of them receives the worst score. As a result, the score of the state on the basis of the integral average indicator of the group of structural elements and the PPS will be relatively high, while the score on the basis of the integral guaranteed indicator of the group of structural elements and the PPS will be the lowest. It is recommended to use both methods of obtaining integral state indicators to get more complete information about the state of PPS. An example of performance of assessment of the state of PPS is provided in Appendix 5 to this Safety Guide.

42. After the assessment of the state of the PPS, the experts are recommended to make a list of structural elements that led to a decrease in the score of the state of the PPS, with comments to be provided. The experts are recommended to make general conclusions about the state of the PPS in accordance with the criteria for assessment of the state of the PPS (groups of structural elements) at radiation facilities, as presented in Appendix No. 6 hereto, and to propose measures for elimination of the revealed deficiencies.

43. It is recommended to use the results of assessment of the state of PPS to identify ways to improve the PPS of RSb, RS, SF, as well as to identify the elements of the PPS that need to be brought into compliance with the requirements for ensuring the PP of RSb, RS, SF.

Appendix No. 1 to the 
safety guide in the use of atomic energy  "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated October 11, 2016 No. 416

RECOMMENDED LIST OF 
STRUCTURAL ELEMENTS OF PHYSICAL PROTECTION SYSTEM FOR CORRESPONDING LEVELS OF PHYSICAL PROTECTION OF RADIATION FACILITY

In accordance with international approaches to ensuring PP of RSb, RS, SF, the document NP-034-15 contains differentiated requirements to ensuring PP of RSb, RS, SF depending on the scale of consequences of unauthorized actions with RSb, RnS and potential radiation hazard of RSb, RnS for humans. The differentiation of requirements is based on levels of PP of radiation facilities. In this context, the composition of PPS structural elements depends on the number of RSb, RS and SF, as well as on the established levels of PP of radiation facilities.

Table 1

ORGANIZATIONAL STRUCTURAL ELEMENTS

	No.
	Type of structural element
	Documents related to structural element

	Structural elements for level "D" of physical protection of radiation facility

	1
	Determination of the level of PP of radiation facility
	Set of administrative documents that establish the level of PP of radiation facility, including:

document specifying the violator model;

document establishing the category of sabotage consequences at the radiation facility;

document establishing the category of each closed RnS;

document establishing the PP levels for radiation facilities

	2
	Organization of security of facility
	Administrative document regulating goals, objectives, forces and means, organization of their interaction, as well as the procedure for protection of radiation facilities in accordance with the requirements for protection of radiation facilities

	3
	Identification of radiation facilities
	Administrative document defining the list and boundaries of radiation facilities in the organization

	4
	Organization of work with RS, RSb, in SF
	Organizational and administrative document establishing the list of persons having permission to work with RSb, RS, in the SF

	5
	Appointment of persons in charge of PP
	Administrative document on appointment of persons responsible for PP in the organization and at radiation facilities. For the periods when the above-mentioned persons in charge are absent their deputies shall be appointed by a document

	6
	Self-guarding of radiation facilities
	Self-guarding guidelines for the radiation facilities

	7
	Handling keys, locks, sealing devices used in the PPS
	Document that defines the procedure for accounting, issuing, storage and control of locks, keys, sealing devices used in the PPS;

log(s) of the issue and reception of keys to buildings, premises with RSb, RS, SF;

list of persons admitted to sealing devices and keys

	8
	Handling mobile RS within the radiation facility and beyond its limits
	Document that defines an employee authorized to use a mobile RS and perform tasks of its PP;

log for accounting of location of mobile RS;

written permissions of the head of the organization to take (export) mobile RS outside the radiation facility

	9
	Response measures on detection of unauthorized actions
	Document with a description of measures for responding to unauthorized actions, procedures for assessing the situation, notification, search for missing RSb, RS.

Unauthorized action registration log sheet

	10
	Assignment of duties to personnel who perform functions for ensuring PP
	Documents defining the duties of the PP personnel

	11
	Organization of facility control over compliance with requirements to the PPS
	Document that defines the procedure and terms of implementation of facility control over compliance with requirements to the PPS

	Additional structural elements for level "C" of physical protection of radiation facility

	12
	Organization of interaction in regular and emergency situations
	Plan for interaction of the organization management and security departments with the local internal affairs agencies and the local security bodies in regular and emergency situations

	13
	Organization of PP
	Plan for ensuring PP

	14
	Organization of technical operation of ETM of PP
	Design and operation documents for ETM of PP;

plan for examination of technical condition and operability of ETM of PP;

log of functioning of ETM of PP;

electronic protocol of functioning of PPS

	15
	Organization of access to radiation facilities
	Provision on the access authorization system for the workers (personnel), seconded persons, visitors and vehicles at the radiation facilities

	16
	Organization of security of facility
	Document (contract, agreement) defining the terms and procedure of security, functions, rights and obligations of security personnel, necessity of equipping the same

	17
	Compensating measures
	Document containing a list of compensating measures

	Additional structural elements for level "B" of physical protection of radiation facility

	18
	Organization of security service
	Provision on security service with a list of duties of security service personnel

	Additional structural elements for level "A" of physical protection of radiation facility

	19
	Application of the two-person rule
	Administrative document (individual sections of document), establishing a procedure for applying the two-person rule


Table 2

TECHNICAL STRUCTURAL ELEMENTS

	No.
	Type of structural element
	Tasks (functions, purpose) of structural element

	Structural elements for level "D" of physical protection of radiation facility

	1
	Physical barrier on the perimeter of radiation facility
	Delay of intruders' entering the radiation facility

	Additional structural elements for level "C" of physical protection of radiation facility

	2
	Technical means of security alarm system at the radiation facility
	Detection of intruders entering the radiation facility

	3
	PPS control panel
	Acquisition, processing, storage and display of signals of detection and status of technical means of PP (hereinafter - TM of PP), including failures of TM of PP, control of PPS

	4
	Technical means of security alarm systems of cabinets (vaults, cages)
	Detection of unauthorized opening of cabinets (vaults, cages), which contain closed radionuclide sources of category 1, 2, 3 according to their potential radiation hazard

	5
	Alarm call systems at the radiation facility
	Detection of intruders at the radiation facility by personnel performing the PP functions, or by employees of the organization performing the self-guarding functions

	6
	Means of communication with the PPS control panel operator
	Communication of necessary information to the PPS control panel operator

	7
	Power supply system
	Providing reliable PPS power supply with redundant power supplies that automatically switch the power supply to redundant mode and back

	Additional structural elements for level "B" of physical protection of radiation facility

	8
	Physical barrier on the perimeter of protected zone
	Delay of intruders' entering the protected zone

	9
	Technical means of security alarm on the perimeter of protected zone
	Continuity of the detection zone by technical means of security alarm system and ensuring the absence of dead zones on the perimeter of the protected zone

	10
	Optoelectronic surveillance system
	Control of places of possible unauthorized intrusion into the radiation facility

	11
	PPS control station
	Organization of PP control

	12
	Access monitoring and control system
	Elimination of the possibility of unauthorized entry into the radiation facility

	13
	Checkpoints
	Pedestrian and vehicle checkpoints on the perimeter of protected zone

	14
	Engineering means of PP
	Protection of PP personnel from impact of firearms

	15
	Anti-ram devices at vehicle checkpoints
	Delay (inhibition) of unauthorized entry of vehicle through a checkpoint

	16
	Alarm call systems at the checkpoint
	Communication of an alarm signal in case of detection of attempts of unauthorized entry through a checkpoint

	17
	Means for detection of the carrying of prohibited items at a checkpoint
	Detection of the carrying of prohibited items at a checkpoint

	Additional structural elements for level "A" of physical protection

	18
	System of optoelectronic surveillance of the perimeter of protected zone
	Continuity and completeness of control over the perimeter of protected zone


Table 3

SСТRUCTURAL ELEMENTS FOR PERSONNEL ACTIONS

	No.
	Type of structural element
	Tasks (functions, purpose) of structural element

	Structural elements for level "D" of physical protection of radiation facility

	1
	Actions of organization employees for self-guarding
	Implementation of self-guarding measures for detection of unauthorized actions and communication of an alarm signal to the control panel

	2
	Actions of security officers
	Performing functions for security of radiation facilities in accordance with the requirements of facility security documents

	Additional structural elements for level "C" of physical protection of radiation facility

	3
	Actions of employees in charge of PP
	Performing tasks on PP of RSb, RS, SF

	Additional structural elements for levels "A" and "B" of physical protection of radiation facility

	4
	Actions of the PPS control station operator
	Performing duties on the current assessment of the situation and the state of the PPS, as well as interaction with personnel who perform functions of ensuring the PP of RSb, RS, SF

	5
	Actions of checkpoint inspectors
	Performing tasks on admission of individuals to radiation facilities


Appendix No. 2 to the 
safety guide in the use of atomic energy  "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated October 11, 2016 No. 416

RECOMMENDED PROCESS FLOW CHARTS FOR CHECKING THE STATE OF STRUCTURAL ELEMENTS OF PHYSICAL PROTECTION SYSTEM

Process flow chart No.1-org

	Structural element
	-
	Determination of the level of PP of radiation facility.

	Facility document
	-
	Document specifying the violator model;

document establishing the category of sabotage consequences at the radiation facility;

document establishing the category of each closed RnS;

document establishing the PP levels for radiation facilities.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Evaluation criteria:
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 - 4: all the facility documents are available; no deficiencies are found;
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 - 1: not all the facility documents are developed.

Process flow chart No.2-org

	Structural element
	-
	Organization of security of radiation facilities.

	Facility document
	-
	Administrative document, or set of documents regulating goals, objectives of security, forces and means involved, organization of their interaction, as well as the procedure for security of radiation facilities in accordance with the requirements for security of radiation facilities.


Contents of facility document:

determined by the facility administration.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed, or the content of the document has the aforesaid deficiencies.

Process flow chart No. 3-org

	Structural element
	-
	Identification of radiation facilities.

	Facility document
	-
	Administrative document defining the list and boundaries of radiation facilities in the organization.


Contents of facility document:

determined by the head of the organization.

Possible deficiencies of the state of the structural element:

The organization has premises (buildings, zones) and locations of RSb, RS, SF, which are not included in the list of radiation facilities.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 3: the facility document has deficiencies that are eliminated promptly (before the completion of the check);

[image: image16.wmf]W

 - 2: elimination of deficiencies in the list requires funding and time for planning and implementation of work;
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 - 1: the facility document is not developed.

Process flow chart No. 4-org

	Structural element
	-
	Organization of work with RS, RSb, in SF.

	Facility document
	-
	Organizational and administrative document establishing the list of persons having permission to work with RSb, RS, in the SF.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Evaluation criteria:

[image: image18.wmf]W

 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed.

Process flow chart No.5-org

	Structural element
	-
	Appointment of persons in charge of PP of RSb, RS, SF.

	Facility document
	-
	Administrative document on appointment of persons responsible for PP in the organization and at radiation facilities. For the periods when the above-mentioned persons in charge are absent their deputies shall be appointed by a document.


Contents of facility document:

determined by the organization's administration.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;

[image: image21.wmf]W

 - 3: the facility document has deficiencies that are eliminated promptly (before the completion of the check);
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 - 2: elimination of deficiencies in the list requires funding and time for planning and implementation of work;
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 - 1: the facility document is not developed in the organization.

Process flow chart No.6-org

	Structural element
	-
	Self-guarding of radiation facilities.

	Facility document
	-
	Self-guarding guidelines for the radiation facilities


Contents of facility document:

determined by the facility administration.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 3: the facility document has deficiencies that are eliminated promptly (before the completion of the check);
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 - 2: elimination of deficiencies in the list requires funding and time for planning and implementation of work;
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 - 1: the facility document is not developed, or is missing.

Process flow chart No.7-org

	Structural element
	-
	Handling keys, locks, sealing devices used in the PPS.

	Facility document
	-
	Document that defines the procedure for accounting, issuing, storage and control of locks, keys, sealing devices used in the PPS;

log(s) of the issue and reception of keys to buildings, premises with RSb, RS, SF;

list of persons admitted to sealing devices and keys.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Evaluation criteria:
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 - 4: all the facility documents are available in the organization; no deficiencies are found;
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 - 1: not all the facility documents are developed in the organization.

Process flow chart No. 8-org

	Structural element
	-
	Handling mobile RS within the radiation facility and beyond its limits.

	Facility document
	-
	Document that defines an employee authorized to use a mobile RS and perform tasks of its PP;

log for accounting of location of mobile RS;

written permissions of the head of the organization to take (export) mobile RS outside the radiation facility.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Evaluation criteria:
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 - 4: all the facility documents are available; no deficiencies are found;
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 - 1: not all the facility documents are developed.

Process flow chart No.9-org

	Structural element
	-
	Response measures on detection of unauthorized actions.

	Facility document
	-
	Document with a description of measures for responding to unauthorized actions, procedures for assessing the situation, notification, search for missing RSb, RS.

Unauthorized action registration log sheet.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation criteria:
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 - 4: all the facility documents are available; no deficiencies are found;
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 - 1: the facility documents are not developed, or the content of the document has the aforesaid deficiencies.

Process flow chart No.10-org

	Structural element
	-
	Assignment of duties to personnel who perform functions for ensuring PP.

	Facility document
	-
	Documents defining the duties of the PP personnel.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation criteria:

[image: image34.wmf]W

 - 4: all the facility documents are available in the organization; no deficiencies are found;
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 - 1: the facility documents are not developed in the organization, or the content of the document has the aforesaid deficiencies.

Process flow chart No.11-org

	Structural element -
	Organization of facility control over compliance with requirements to the PPS.

	Facility document -
	Document that defines the procedure and terms of implementation of facility control over compliance with requirements to the PPS.


Contents of facility document:

determined by the rules of execution of administrative documents of the organization.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation criteria:
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 - 4: all the facility documents are available; no deficiencies are found;
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 - 1: the facility documents are not developed, or the content of the document has the aforesaid deficiencies.

Process flow chart No.12-org

	Structural element
	-
	Organization of interaction in regular and emergency situations.

	Facility document
	-
	Plan for interaction of the organization management and security departments with territorial internal affairs agencies and territorial security bodies in regular and emergency situations.


Contents of facility document:

determined by the organization's administration.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed, or the content of the document has the aforesaid deficiencies.

Process flow chart No. 13-org

	Structural element
	-
	Organization of PP.

	Facility document
	-
	Plan for ensuring PP.


Contents of facility document:

determined by the organization's administration.

Possible deficiencies of the state of the structural element:

the content of the document does not fully contain information that meets the requirements set forth in Appendix No. 4 to NP-034-15.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed, or the content of the document has the aforesaid deficiencies.

Process flow chart No. 14-org

	Structural element
	-
	Organization of technical operation of ETM of PP.

	Facility document
	-
	Design and operation documents for ETM of PP;

plan for examination of technical condition and operability of ETM of PP;

log of functioning of ETM of PP;

electronic protocol of functioning of PPS.


Contents of facility document:

determined by the organization's administration.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 3: the facility document has deficiencies that are eliminated promptly (before the completion of the check);
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 - 2: elimination of deficiencies in the list requires funding and time for planning and implementation of work;
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 - 1: the facility document is not developed at the facility.

Process flow chart No.15-org

	Structural element
	-
	Organization of access to radiation facilities.

	Facility document
	-
	Provision on the access authorization system for the workers (personnel), seconded persons, visitors and vehicles at the radiation facilities.


Contents of facility document:

determined by the organization's administration.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed.

Process flow chart No.16-org

	Structural element
	-
	Organization of security.

	Facility document
	-
	Document (contract, agreement) defining the terms and procedure of security, functions, rights and obligations of security personnel, necessity of equipping the same.


Contents of facility document:

determined by the organization's administration.

Possible deficiencies of the state of the structural element:

the document is not related to structural element 2.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed in the organization, or contains the aforesaid deficiencies.

Process flow chart No.17-org

	Structural element
	-
	Compensating measures.

	Facility document
	-
	Document containing a list of compensating measures.


Contents of facility document:

determined by the organization's administration.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed, or contains the aforesaid deficiencies.

Process flow chart No.18-org

	Structural element
	-
	Organization of security service.

	Facility document
	-
	Provision on security service with a list of duties of security service personnel.


Contents of facility document:

determined by the organization's administration.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation scores and criteria:

[image: image52.wmf]W

 - 4: the facility document is available; no deficiencies are found;
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 - 1: the facility document is not developed, or contains the aforesaid deficiencies.

Process flow chart No.19-org

	Structural element
	-
	Application of the two-person rule.

	Facility document
	-
	Administrative document (individual sections of document), establishing a procedure for applying the two-person rule.


Contents of facility document:

determined by the organization's administration.

Possible deficiencies of the state of the structural element:

the content of the document is not specific and is formal in nature.

Evaluation scores and criteria:
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 - 4: the facility document is available; no deficiencies are found;

[image: image55.wmf]W

 - 1: the facility document is not developed, or contains the aforesaid deficiencies.

Process flow chart No.1-tech

	Structural element
	-
	Physical barrier on the perimeter of radiation facility.


Items to be checked:

1) documented definition of a physical barrier on the perimeter of the radiation object (either a specially designed physical barrier or walls of buildings, premises with RSb, RS);

2) compliance of the physical barrier with the project documentation;

3) integrity of physical barrier on the perimeter of radiation facility.

Possible deficiencies of the state of the structural element:

1) disruption of integrity of physical barrier;

2) non-compliance of physical barrier with the project;

3) the design of the physical barrier does not provide a delay for intruders who overcome it by methods established in the intruder model.

Evaluation scores and criteria:
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 - 4: the physical barrier meets the requirements; no deficiencies are found;
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 - 3: the physical barrier has deficiencies that are promptly eliminated;
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 - 2: the physical barrier deficiencies cannot be eliminated until the PPS state assessment is complete;
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 - 1: the physical barrier is absent or does not provide a delay for intruders who overcome it by methods established in the intruder model.

Process flow chart No.2-tech

	Structural element
	-
	Technical means of security alarm system at the radiation facility.


Items to be checked:

1) availability of design and operation documentation for means of the security alarm system of the complex of ETM of PP;

2) compliance of the composition and arrangement of the means of the security alarm systems with the design documentation;

3) ensuring detection of intruders acting by methods established in the project threat;

4) operability and efficiency of technical means of security alarm system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documentation for means of the security alarm system of the complex of ETM of PP;

2) non-compliance of the composition and arrangement of the means of the security alarm systems with the design;

3) detection of individual actions of intruders specified in the intruder model is not ensured;

4) disruption of operability and efficiency of technical means of security alarm system.

Evaluation scores and criteria:
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 - 4: the technical means meet the requirements; no deficiencies are found;
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 - 3: the technical means have deficiencies that are promptly eliminated;
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 - 2: the deficiencies of the technical means cannot be eliminated until the PPS state assessment is complete;
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 - 1: technical means are absent or do not provide detection of intruders by methods defined in the intruder model.

Process flow chart No.3-tech

	Structural element
	-
	PPS control panel.


Items to be checked:

1) availability of design and operation documentation for the PPS control panel;

2) compliance of the composition and arrangement of the PPS control panel with the design documentation;

3) displaying alarm signals, TPPS failures, TPPS enabling/disabling, registering signals and information;

4) operability and efficiency of the PPS control panel.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documentation for the PPS control panel;

2) non-compliance of the composition and arrangement of the PPS control panel with the design;

3) The control panel does not display alarm signals, faults, enabling/disabling means, registration of signals and information for individual TPPS;

4) disruption of operability and efficiency of the control panel.

Evaluation scores and criteria:
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 - 4: the technical condition of the control panel meets the requirements; no deficiencies are found;
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 - 3: operation of the control panel has deficiencies that are promptly eliminated;
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 - 2: the control panel operation deficiencies cannot be eliminated until the PPS state assessment is complete;
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 - 1: the control panel is absent or does not provide displaying and registration of signals and information.

Process flow chart No.4-tech

	Structural element
	-
	Technical means of security alarm systems of cabinets (vaults, cages).


Items to be checked:

1) availability of design and operation documentation for means of the security alarm system of the complex of ETM of PP;

2) compliance of the composition and arrangement of the means of the security alarm systems with the design documentation;

3) ensuring detection of intruders acting by methods established in the intruder model;

4) operability and efficiency of technical means of security alarm system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documentation for means of the security alarm system of the complex of ETM of PP;

2) non-compliance of the composition and arrangement of the means of the security alarm systems with the design;

3) detection of individual actions of intruders specified in the intruder model is not ensured;

4) disruption of operability and efficiency of technical means of security alarm system.

Evaluation scores and criteria:
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 - 4: the technical means meet the requirements; no deficiencies are found;
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 - 3: the technical means have deficiencies that are promptly eliminated;
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 - 2: the deficiencies of the technical means cannot be eliminated until the PPS state assessment is complete;
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 - 1: technical means are absent or do not provide detection of intruders by methods defined in the intruder model.

Process flow chart No.5-tech

	Structural element
	-
	Alarm call systems at the radiation facility.


Items to be checked:

1) availability of design and operation documentation for means of the alarm call system;

2) compliance of the composition and arrangement of the means of the alarm call system with the design documentation;

3) ensuring delivery of alarm signals to the PPS control panel by means of the alarm call system;

4) operability and efficiency of technical means of alarm call system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documents for means of alarm call system;

2) non-compliance of the composition and arrangement of the means of the alarm call system with the design;

3) failure to deliver alarm signals to the PPS control panel by individual means of the alarm call system;

4) technical means of the alarm call system are defective or inoperable.

Evaluation scores and criteria:
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 - 4: the means of the alarm call system meet the requirements; no deficiencies are found;
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 - 3: means of the alarm call system have deficiencies that are promptly eliminated;
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 - 2: deficiencies of means of the alarm call system cannot be eliminated until the PPS state assessment is complete;
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 - 1: means of the alarm control system are missing, or they do not ensure delivery of alarm signals to the PPS control panel.

Process flow chart No. 6-tech

	Structural element
	-
	Means of communication with the PPS control panel operator.


Items to be checked:

1) availability of operation documents for means of communication;

2) compliance of the composition of the means of communication with the PPS design;

3) providing two-way communication between each room (building) housing RSb, RS, SF with the PPS control station;

4) operability/efficiency of means of communication.

Possible deficiencies of the state of the structural element:

1) absence of operation documents for means of communication;

2) the composition of means of communication does not meet the PPS design;

3) the organization has at least one room (building) accommodating RSb, RS, SF, which lacks a means of communication with the PPS control station;

4) there are defective/inoperable means of communication in the organization.

Evaluation scores and criteria:

[image: image76.wmf]W

 - 4: means of communication meet the requirements, no deficiencies are found;
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 - 3: means of communication have deficiencies that are promptly eliminated;
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 - 2: the deficiencies of the means of communication cannot be eliminated until the PPS state assessment is complete;
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 - 1: means of communication are absent, or do not ensure two-way communication.

Process flow chart No. 7-tech

	Structural element
	-
	Power supply system.


Items to be checked:

1) availability in the design documents of backup power supply means for ETM of PP;

2) availability and operability of backup power supplies;

3) switching ETM of PP to backup power supply on a failure of the main power supply.

Possible deficiencies of the state of the structural element:

1) absence in the design documents of backup power supply means for ETM of PP;

2) absence or inoperability of backup power supplies;

3) functioning of ETM of PP power backup means does not provide switching from the main power supply to the backup power supply and back.

Evaluation scores and criteria:
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 - 4: power supply means meet the requirements; no deficiencies are found;
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 - 3: power supply means have deficiencies that can be promptly eliminated;

[image: image82.wmf]W

 - 2: the deficiencies of power supply means cannot be eliminated until the PPS state assessment is complete;
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 - 1: power supply means are absent or do not provide switching from the main power supply to the backup power supply and back.

Process flow chart No. 8-tech

	Structural element
	-
	Physical barrier on the perimeter of protected zone


Items to be checked:

1) documented definition of a physical barrier on the perimeter of the protected zone (either a specially designed physical barrier or walls of buildings, premises with RSb, RS);

2) compliance of the physical barrier with the project documentation;

3) integrity of the physical barrier on the perimeter of the protected zone accommodating SF, RSb, RS.

Possible deficiencies of the state of the structural element:

1) disruptions of integrity and compliance of physical barrier with the design;

2) the design of the physical barrier does not provide a delay for intruders who overcome it by methods established in the intruder model.

Evaluation scores and criteria:
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 - 4: the physical barrier meets the requirements; no deficiencies are found;
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 - 3: the physical barrier has deficiencies that are promptly eliminated;
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 - 2: the physical barrier deficiencies cannot be eliminated until the PPS state assessment is complete;
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 - 1: the physical barrier is absent or does not provide a delay for intruders who overcome it by methods established in the intruder model.

Process flow chart No. 9-tech

	Structural element
	-
	Technical means of security alarm on the perimeter of protected zone.


Items to be checked:

1) availability of design and operation documentation for means of the security alarm system of the perimeter of protected zone;

2) compliance of the composition and arrangement of the means of the security alarm systems with the design documentation;

3) ensuring the continuity of the zone and the absence of dead zones for detection of intruders acting by methods established in the intruder model;

4) operability and efficiency of technical means of security alarm system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documentation for means of the security alarm system of the complex of ETM of PP;

2) non-compliance of the composition and arrangement of the means of the security alarm systems with the design;

3) detection of individual actions of intruders specified in the intruder model is not ensured;

4) disruption of operability and efficiency of technical means of security alarm system.

Evaluation scores and criteria:
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 - 4: the technical means meet the requirements; no deficiencies are found;
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 - 3: the technical means have deficiencies that are promptly eliminated;
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 - 2: the deficiencies of the technical means cannot be eliminated until the PPS state assessment is complete;
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 - 1: technical means are absent or do not provide detection of intruders by methods defined in the intruder model.

Process flow chart No. 10-tech

	Structural element
	-
	Optoelectronic surveillance system.


Items to be checked:

1) availability of design and operation documentation for the optoelectronic surveillance system;

2) compliance of the composition and arrangement of the means of the optoelectronic surveillance system with the design documentation;

3) ensuring assessment of situation in areas of issue of alarm signal based on video images of the optoelectronic surveillance system;

4) possibility of visual control over places of possible intrusion to RS, RSb (doors, wickets, windows, etc.);

5) operability and efficiency of means of the optoelectronic surveillance system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documentation for the optoelectronic surveillance system;

2) non-compliance of the composition and arrangement of the means of the optoelectronic surveillance system with the design;

3) inability to assess the situation in some areas of issue of alarm signal based on video images of the optoelectronic surveillance system;

4) absence of visual control over places of possible intrusion to RS, RSb (doors, wickets, windows, etc.);

5) disruptions of operability and efficiency of means of the optoelectronic surveillance system.

Evaluation scores and criteria:
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 - 4: the optoelectronic surveillance system meets the requirements; no deficiencies are found;
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 - 3: the optoelectronic surveillance system has deficiencies that are promptly eliminated;

[image: image94.wmf]W

 - 2: the optoelectronic surveillance system deficiencies cannot be eliminated until the PPS state assessment is complete;
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 - 1: the optoelectronic surveillance system is absent or does not ensure assessment of situation in compliance with requirements.

Process flow chart No. 11-tech

	Structural element
	-
	PPS control station.


Items to be checked:

1) availability of design documentation for creating a PPS control station and actual equipment of the control station;

2) possibility of operating the PPS from the control station;

3) the fact of presence of the PP personnel employee in the control station premises and absence of unauthorized persons.

Possible deficiencies of the state of the structural element:

1) absence of design documents for creating a PPS control station;

2) non-compliance of actual equipment of the PPS control station with the design;

3) inability to operate the PPS (for technical or organizational reasons);

4) absence of the PP personnel employee in the control station premises;

5) presence of unauthorized persons in the PPS control station premises.

Evaluation scores and criteria:
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 - 4: the PPS control station equipment complies with the design documentation, it is possible to operate the PPS, the PP staff employee is in the PPS control station room, no unauthorized persons are present;
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 - 3: deficiencies were found in equipping the PPS control station and ensuring its functioning, which have been promptly eliminated;
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 - 2: deficiencies were found in equipping the PPS control station and ensuring its functioning, which cannot be eliminated till completion of assessment of the state of the PPS;
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 - 1: the central (local) PPS control station is absent, or does not enable operating the PPS.

Process flow chart No. 12-tech

	Structural element
	-
	Access monitoring and control system.


Items to be checked:

1) availability of design and operation documentation for means of access monitoring and control;

2) compliance of the composition and arrangement of the means of access monitoring and control with the design documentation;

3) ensuring monitoring and control of access to RSb, RS, SF;

4) operability and efficiency of means of access monitoring and control.

Possible deficiencies of the state of the structural element:

1) absence of design and operation documentation for means of access monitoring and control;

2) non-compliance of the composition and arrangement of the means of access monitoring and control with the design;

3) inability to exercise monitoring and control access to radiation facilities;

4) disruptions of operability and efficiency of means of access monitoring and control.

Evaluation scores and criteria:
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 - 4: the means of access monitoring and control meet the requirements; no deficiencies are found;
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 - 3: the means of access monitoring and control have deficiencies that have been promptly eliminated;
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 - 2: deficiencies of means of access monitoring and control cannot be eliminated until the PPS state assessment is complete;
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 - 1: means of access monitoring and control are absent or do not ensure access monitoring and control.

Process flow chart No. 13-tech

	Structural element
	-
	Checkpoints.


Items to be checked:

1) actual availability of human and vehicle checkpoints;

2) arrangement of checkpoints in accordance with the design documentation for the PPS.

Possible deficiencies of the state of the structural element:

1) there is no checkpoint;

2) the location of a checkpoint or checkpoint equipment does not meet the design documentation.

Evaluation scores and criteria:
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 - 1: The checkpoint is located on the perimeter of the protected zone in accordance with the design documentation for the PPS;
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 - 1: There is no checkpoint, or its location does not correspond to the project documentation.

Process flow chart No. 14-tech

	Structural element
	-
	Engineering means of PP.


Items to be checked:

1) availability of design documentation for protective structures of the PPS control station room;

2) compliance of protective structures of the PPS control station room with design documentation;

3) compliance of protective structures of the PPS control station room with the resistance class ensuring protection from firearms.

Possible deficiencies of the state of the structural element:

1) absence of design documentation for protective structures of the PPS control station room;

2) non-compliance of protective structures of the PPS control station room with design documentation;

3) non-compliance of protective structures of the PPS control station room with the resistance class ensuring protection from firearms.

Evaluation scores and criteria:
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 - 4: The protective structures of the PPS control station room meet the requirements; no deficiencies are found;
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 - 3: protective structures have deficiencies that are promptly eliminated;
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 - 2: deficiencies of protective structures cannot be eliminated until the PPS state assessment is complete;
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 - 1: protective structures are absent or do not provide protection from firearms.

Process flow chart No. 15-tech

	Structural element
	-
	Anti-ram devices at vehicle checkpoints.


Items to be checked:

1) availability of design documentation for anti-ram devices at the checkpoint;

2) compliance of anti-ram devices of the checkpoint with design documentation;

3) preventing unauthorized entry of vehicles.

Possible deficiencies of the state of the structural element:

1) absence of design documentation for anti-ram devices at the checkpoint;

2) non-compliance of anti-ram devices of the checkpoint with the design;

3) anti-ram devices of the checkpoint do not prevent unauthorized entry of vehicles.

Evaluation scores and criteria:
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 - 4: anti-ram devices of the checkpoint meet the requirements; no deficiencies are found;
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 - 3: anti-ram devices of the checkpoint have deficiencies that are promptly eliminated;
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 - 2: deficiencies of anti-ram devices of the checkpoint cannot be eliminated until the PPS state assessment is complete;
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 - 1: 3) anti-ram devices of the checkpoint are absent or do not prevent unauthorized entry of vehicles.

Process flow chart No. 16-tech

	Structural element
	-
	Alarm call systems at the checkpoint.


Items to be checked:

1) availability of design and operation documentation for means of the alarm call system;

2) compliance of the composition and arrangement of the means of the alarm call system with the design documentation;

3) ensuring delivery of alarm signals to the PPS control panel by means of the alarm call system;

4) operability and efficiency of technical means of alarm call system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documents for means of alarm call system;

2) non-compliance of the composition and arrangement of the means of the alarm call system with the design;

3) failure to deliver alarm signals to the PPS control panel by individual means of the alarm call system;

4) disruption of operability and efficiency of means of security alarm.

Evaluation scores and criteria:
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 - 4: the means of the alarm call system meet the requirements; no deficiencies are found;
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 - 3: means of the alarm call system have deficiencies that are promptly eliminated;
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 - 2: deficiencies of means of the alarm call system cannot be eliminated until the PPS state assessment is complete;
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 - 1: means of the alarm control system are missing, or they do not ensure delivery of alarm signals to the PPS control panel.

Process flow chart No. 17-tech

	Structural element
	-
	Means for detection of the carrying of prohibited items at a checkpoint.


Items to be checked:

1) availability of design and operation documentation for means for detection of the carrying of prohibited items;

2) compliance of actually used means for detection of the carrying of prohibited items with the design documentation for the PPS (ETM of PP);

3) enabling detection of the carrying of metal items, RSb through human checkpoints;

4) enabling detection of the carrying of RSb through a vehicle checkpoint;

5) for the PP level "А": enabling detection of the carrying of explosives through human checkpoints.

Possible deficiencies of the state of the structural element:

1) absence of design and operation documentation for means for detection of the carrying of prohibited items;

2) non-compliance of means for detection of the carrying of prohibited items with the design documentation for the PPS (ETM of PP);

3) disruption of operability and efficiency of means for detection of the carrying of prohibited items.

Evaluation scores and criteria:
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 - 4: means for detection of the carrying of prohibited items meet the requirements, no deficiencies are found;
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 - 3: means for detection of the carrying of prohibited items have deficiencies that are promptly eliminated;
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 - 2: deficiencies of means for detection of the carrying of prohibited items cannot be eliminated until the PPS state assessment is complete;
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 - 1: means for detection of the carrying of prohibited items are absent or do not ensure exercising their functions.

Process flow chart No. 18-tech

	Structural element
	-
	System of optoelectronic surveillance of the perimeter of protected zone.


Items to be checked:

1) availability of design and operation documentation for the system of optoelectronic surveillance of the perimeter of protected zone;

2) compliance of the composition and arrangement of the means of the optoelectronic surveillance system with the design documentation;

3) ensuring assessment of situation in areas of issue of alarm signal based on video images of the optoelectronic surveillance system;

4) possibility of visual control over places of possible intrusion through the perimeter (doors, wickets, windows, etc.);

5) operability and efficiency of means of the optoelectronic surveillance system.

Possible deficiencies of the state of the structural element:

1) absence of design or operation documentation for the optoelectronic surveillance system;

2) non-compliance of the composition and arrangement of the means of the optoelectronic surveillance system with the design;

3) absence of visual control of the entire perimeter of the protected zone;

4) disruptions of operability and efficiency of means of the optoelectronic surveillance system.

Evaluation scores and criteria:
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 - 4: the optoelectronic surveillance system meets the requirements; no deficiencies are found;
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 - 3: the optoelectronic surveillance system has deficiencies that are promptly eliminated;
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 - 2: the optoelectronic surveillance system deficiencies cannot be eliminated until the PPS state assessment is complete;
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 - 1: the optoelectronic surveillance system is absent or does not ensure assessment of situation in compliance with established requirements.

Process flow chart No. 1-per

	Structural element
	-
	Actions of employees for self-guarding.


Items to be checked:

1) employees' knowledge of their job duties and requirements of instructions on self-guarding;

2) knowledge by the employees performing the functions of self-guarding of locations of communication facilities, alarm call systems and ability to use the same.

Possible deficiencies of the state of the structural element:

1) insufficient knowledge by employees of their job duties and requirements of instructions on self-guarding;

2) insufficient knowledge by the employees performing the functions of self-guarding of locations of communication facilities, alarm call systems and the procedure of using the same.

Evaluation scores and criteria:
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 - 4: no deficiencies are found in actions of employees for self-guarding;
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 - 3: the above deficiencies were eliminated promptly (before the completion of the inspection);
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 - 2: The deficiencies had not been eliminated before the PPS assessment was completed (extra time is required);

[image: image129.wmf]W

 - 1: employees fail to take measures for self-guarding.

Process flow chart No. 2-per

	Structural element
	-
	Actions of security officers.


Items to be checked:

1) having required staff, being furnished with arms, vehicles and communication means;

2) compliance of security of radiation facilities with the security procedure established by the organization's administration or in the Act of the Security Commission;

3) practical actions of security officers on receiving an alarm signal.

Possible deficiencies of the state of the structural element:

1) the number of guards or their provision (with arms, means of communication, vehicles) does not comply with the established security procedure;

2) insufficient knowledge by the guards of their duties and requirements of instructions;

3) lack of skills in practical actions to intercept and neutralize intruders upon an alarm signal.

Evaluation scores and criteria:
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 - 4: no deficiencies are found in actions of security officers;
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 - 3: the above deficiencies were eliminated promptly (before the completion of the inspection);
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 - 2: deficiencies in actions of security officers cannot be eliminated before the PPS assessment is completed (extra funding and time are required);
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 - 1: actions of security officers do not meet the established requirements.

Process flow chart No. 3-per

	Structural element
	-
	Actions of employees in charge of PP.


Items to be checked:

1) knowledge and practical skills of employees responsible for PP;

2) taking self-guarding measures by the employee;

3) documents confirming the completion of training, availability of necessary qualifications and admission to work on the performance of official duties of persons responsible for PP.

Possible deficiencies of the state of the structural element:

1) insufficient knowledge by the person responsible for PP of his/her duties;

2) insufficient knowledge by the person responsible for PP of the procedure of actions on detection of unauthorized actions;

3) absence of documents confirming the completion of training, the necessary qualifications and admission to work.

Evaluation scores and criteria:
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 - 4: no deficiencies are found in actions of the employee in charge of PP;
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 - 3: the above deficiencies were eliminated promptly (before the completion of the inspection);
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 - 2: The deficiencies had not been eliminated before the PPS assessment was completed (extra funding and time are required);
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 - 1: actions of the person in charge of PP do not meet the established requirements.

Process flow chart No. 4-per

	Structural element
	-
	Actions of the PPS control station operators.


Items to be checked:

1) 24-hour availability of a control station employee - PPS operator in the control station;

2) denying access of unauthorized persons to the PPS control station premises.

3) keeping logs and/or electronic protocols of ETM of PP functioning;

4) taking actions on alarm and failure signals when receiving alarms via communication means according to the PP plan and instruction.

Possible deficiencies of the state of the structural element:

1) the requirement of 24/7 attendance of the control station by the PPS operator is not met;

2) unauthorized persons may have access to the PPS control station premises;

3) logs kept in the control station are maintained improperly;

4) Electronic protocols of ETM of PP functioning are absent;

5) the operator at the PPS control station does not perform visual assessment of the situation upon receipt of an alarm signal;

6) the operator makes errors in actions to respond to incoming signals and messages provided by the PP instruction and plan;

7) the PPS operator is assigned additional functions unrelated to PP of RSb, RS, SF.

Evaluation scores and criteria:

[image: image138.wmf]W

 - 4: no deficiencies are found in actions of the operator in the control station;
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 - 3: actions of the operator in the control station have deficiencies that have been promptly eliminated;
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 - 2: deficiencies in actions of the control station operator cannot be eliminated until the PPS state assessment is complete;
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 - 1: actions of the control station operator do not meet the established requirements.

Process flow chart No. 5-per

	Structural element
	-
	Actions of checkpoint inspectors.


Items to be checked:

1) knowledge by inspectors of their job duties and the requirements of instructions for access monitoring and control;

2) provision of checkpoints with required staff;

3) practical skills of the inspector in performing his or her job duties.

Possible deficiencies of the state of the structural element:

1) insufficient knowledge by inspectors of their job duties and the requirements of instructions for access monitoring and control;

2) the number of inspectors at the checkpoints does not match the regular number of staff;

3) insufficient skills to perform access monitoring and control procedures.

Evaluation scores and criteria:
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 - 4: no deficiencies are found in actions of checkpoint inspectors;

[image: image143.wmf]W

 - 3: actions of checkpoint inspectors had aforesaid deficiencies that have been eliminated promptly (before the completion of the inspection);
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 - 2: The deficiencies had not been eliminated before the PPS assessment was completed (extra funding and time are required);
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 - 1: the actions of checkpoint inspectors do not ensure the implementation of access monitoring and control procedures.

Appendix No. 3 to the 
safety guide in the use of atomic energy "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated October 11, 2016 No. 416

Sheet for assessment of the state of structural elements

(Form)

	Full name of expert
	___________________________

	Date of completion of the sheet
	______________


	No.
	Structural elements
	Score of assessment of state
	Comments, deficiencies substantiating a reduction of score

	Organizational structural elements

	1
	Organization of work with RS, RSb, in SF
	#
	

	2
	Appointment of a person in charge of PP
	#
	

	...
	...
	...
	

	In all, there have been checked ____ organizational structural elements

	Technical structural elements

	1
	Technical means of security alarm system at the radiation facility
	#
	

	2
	PPS control panel
	#
	

	...
	...
	...
	

	In all, there have been checked ____ technical structural elements

	
	Sстructural elements for personnel actions

	1
	Actions of employees for self-guarding
	#
	

	...
	...
	...
	

	In all, there have been checked ____ structural elements for personnel actions


Appendix No. 4 to the 
safety guide in the use of atomic energy "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated October 11, 2016 No. 416

Results of calculation of integral indicators of the state of groups of structural elements and the physical protection system as a whole

(Form)

	Expert No. 1
	Score

	Assessment of the state of organizational structural elements of PPS
	Average score of the group
	#

	
	Guaranteed score of the group
	#

	Assessment of the state of technical structural elements of the PPS
	Average score of the group
	#

	
	Guaranteed score of the group
	#

	Assessment of the state of structural elements for PPS personnel actions
	Average score of the group
	#

	
	Guaranteed score of the group
	#

	Average integral score of the state of PPS
	#

	Guaranteed integral score of the state of PPS
	#

	...
	

	Эксперт N M
	

	Assessment of the state of organizational structural elements of PPS
	Average score of the group
	#

	
	Guaranteed score of the group
	#

	Assessment of the state of technical structural elements of the PPS
	Average score of the group
	#

	
	Guaranteed score of the group
	#

	Assessment of the state of structural elements for PPS personnel actions
	Average score of the group
	#

	
	Guaranteed score of the group
	#

	Average integral score of the state of PPS
	#

	Guaranteed integral score of the state of PPS
	#

	...
	

	...
	

	Integral scores of the state of PPS by experts:
	

	Average
	#

	Guaranteed
	#


Appendix No. 5 to the 
safety guide in the use of atomic energy "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated October 11, 2016 No. 416

EXAMPLE OF PERFORMANCE OF ASSESSMENT OF THE STATE OF PHYSICAL PROTECTION SYSTEM AT RADIATION FACILITY

Assessment of the state of PPS at a conventional radiation facility is performed by 3 experts.

Level of PP of radiation facility: "D".

The experts were assigned with a task to assess all organizational structural elements determined for a radiation facility with the above PP level and to obtain an assessment of the group of organizational measures.

Based on Appendix No. 1 hereto, the experts have formed Table No. 1 below of the expert survey with lists of structural elements of the PPS of the radiation facility.

Table 1

SHEET FOR ASSESSMENT OF THE STATE OF STRUCTURAL ELEMENTS

	No.
	Structural elements
	Score of assessment of state
	Comments, deficiencies substantiating a reduction of score

	Organizational structural elements

	1
	Determination of the level of PP of radiation facility
	4

4

4
	

	2
	Appointment of persons in charge of PP
	4

4

4
	

	3
	Identification of radiation facilities
	3

3

3
	The organization has premises not specified in the list of radiation facilities. The identified deficiency has been eliminated by the organization's administration before the inspection was completed (changes had been made to the corresponding list)

	4
	Self-guarding of radiation facilities
	3

4

4
	The content of instructions should be made more specific

	5
	Assignment of duties to personnel who perform functions for ensuring PP
	4

4

4
	

	6
	Response measures on detection of unauthorized actions
	4

4

4
	

	7
	Handling keys, locks, sealing devices used in the PPS
	2

2

2
	The log of issue and reception of keys to buildings, premises with RSb, RS, SF has entries that do not allow to identify the recipient of the key to the premises with RS, which can complicate the implementation of relevant activities in case of revealing cases of unauthorized actions with RS

	In all, there have been checked 7 organizational structural elements


To simplify the example, the experts' scores are put in the same column of one table. The last column contains comments of all the experts on each structural element.

Then the results are processed and the average and guaranteed integral indicators of the state of the group of organizational structural elements are calculated. The results are presented in Table No. 2.

Table 2

RESULTS OF ASSESSMENT OF THE STATE OF PHYSICAL PROTECTION SYSTEM AT RADIATION FACILITY

	Expert No. 1
	Score

	Assessment of the state of organizational structural elements of PPS
	Average score of the group
	29 / 7 = 3.57

	
	Guaranteed score of the group
	2

	Expert No. 2
	

	Assessment of the state of organizational structural elements of PPS
	Average score of the group
	29 / 8 = 3.57

	
	Guaranteed score of the group
	2

	Expert No. 3
	

	Assessment of the state of organizational structural elements of PPS
	Average score of the group
	28 / 8 = 3.43

	
	Guaranteed score of the group
	2

	Average integral score of the state of organizational structural elements of PPS by experts
	(3.57 + 3.57 + 3.43) / 3 = 3.52

	Guaranteed integral score of the state of organizational structural elements of PPS by experts
	2


Based on the obtained results, the following conclusions can be made.

1. Since the guaranteed integral score of the state of the group of organizational structural elements by experts is above "1", all elements meet the established requirements.

2. Since the guaranteed integral score of the group of organizational structural elements is equal to "2", at least one expert has identified a structural element that performs its functions with deficiencies. These deficiencies cannot be promptly remedied by the organization's administration. To identify this structural element, it is necessary to determine who of the experts has given a score of "2" (according to the guaranteed score of the group), and then use Table No. 1 to find the structural element with a score of "2" and read the expert' comments.

3. Since the average integral score of the group of organizational structural elements of PPS by experts is equal to "3.52", we can conclude that, in general, organizational structural elements have high scores, i.e., most of the facility documents meet the requirements, or there are deficiencies eliminated during the inspection.

Appendix No. 6 to the 
safety guide in the use of atomic energy "Assessment of the State of the Physical Protection System at a Radiation Hazardous Facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated October 11, 2016 No. 416

CRITERIA OF ASSESSMENT OF THE STATE OF THE PHYSICAL PROTECTION SYSTEM (GROUPS OF STRUCTURAL ELEMENTS)

	Integral indicator of the state of PPS (group of structural elements)
	Result of assessment of the state of PPS (group of structural elements)
	State of PPS (group of structural elements)

	Guaranteed
	Average
	
	

	4
	4
	The PPS (group of structural elements) meets the requirements
	Excellent

	3
	At least 3
	The PPS (group of structural elements), on the whole, meets the requirements
	Good

	2
	At least 3.5 but below 4
	The PPS (group of structural elements), on the whole, meets the requirements, but there are individual deficiencies
	Good

	2
	At least 2 but below 3.5
	A considerable part of the PPS structural elements has deficiencies
	Satisfactory

	1
	Any
	There are violations of requirements to PPS
	Unsatisfactory


