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SAFETY GUIDE 
IN THE USE OF ATOMIC ENERGY "RECOMMENDATIONS FOR VULNERABILITY ANALYSIS OF A RADIATION FACILITY"
(RB-120-16)
I. General

1. The safety guide in the use of atomic energy "Recommendations for vulnerability analysis of a radiation facility" (RB-120-16) (hereinafter - the Safety Guide) has been developed in accordance with Article 6 of the Federal law dated November 21, 1995 No. 170-FZ "On the use of atomic energy" for the purpose of securing the compliance with the requirements of paragraphs 4, 6 of the Federal rules and regulations in the field of atomic energy use "Rules for Physical Protection of Radioactive Substances, Radioactive Waste and Storage Facilities" (NP-034-15) approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service dated July 21, 2015 No. 280 (hereinafter - NP-034-15), and paragraphs 4, 8 of Appendix No. 3 to these federal rules and regulations.

2. This Safety Guide contains recommendations of the Federal Environmental, Industrial and Nuclear Supervision Service on vulnerability analysis  of facilities (premises, structures, buildings) where radioactive substances are handled or where a radiation source or storage facility (hereinafter - radiation facilities) is located and (or) operated.

3. This Safety Guide is intended for use in the development of organizational measures to ensure the physical protection of radioactive substances, radiation sources, storage points, development of documents on the physical protection of radioactive substances, radiation sources, storage facilities in an organization (enterprise) operating a radiation source or storage facility, handling radioactive substances or radioactive waste (hereinafter referred to as the organization), preparation of source data for the commission on establishing the levels of physical protection of radiation facilities.

4. This Safety Guide is intended for use by the head of the organization or a person authorized by him (hereinafter referred to as the head of the organization) and physical protection personnel, as well as specialists of organizations that provide services for conducting vulnerability analysis of radiation facilities (hereinafter referred to as vulnerability analysis).

5. In this Safety Guide, vulnerability analysis means a process organized by the head of the organization for identifying locations of use or storage of radioactive substances, radioactive waste and individual components of systems, equipment of a radiation source or storage facility, actions in respect of which may lead to an emergency situation that threatens the health or life of people as a result of exposure to radiation, or lead to radioactive contamination of the environment, or theft of radioactive substances (hereinafter referred to as vulnerabilities), determining threats, likely methods of their implementation and models of adversaries.

6. The methods (techniques) used for vulnerability analysis may differ from those recommended in this Safety Guide provided that the methods (techniques) chosen to achieve the objective of the vulnerability analysis are substantiated.

II. Performance of vulnerability analysis

7. The results of vulnerability analysis serve as source data for creating (improving) the system of physical protection of radiation facilities in the organization.

9. The head of the organization is recommended to carry out vulnerability analysis in the following cases:

1) at creating (improving) a physical protection system of radiation facilities;

2) in case of changes in the main threats to nuclear and radiation hazardous facilities and standard models of adversaries at the federal and regional levels based on information received from territorial security agencies;

3) in case of changes in the operating conditions of radiation sources and storage facilities and handling of radioactive substances, radioactive waste;

4) when reconstructing radiation facilities, changing their location and number in the organization.

9. It is recommended for the head of the organization to form a working group to comprise:

1) representatives of the physical protection personnel, including representatives of the management of the security unit;

2) specialists of the organization who are competent in the functioning of the radiation facility, its potentially hazardous areas and critical components;

3) representatives of the specialized organization performing the vulnerability analysis (in case any such organization is engaged according to the decision of the head of the organization);

4) specialists in the field of radiation, engineering (technological), fire safety, accounting and control of radioactive substances and radioactive waste.

The working group may also include representatives of territorial bodies of internal affairs and territorial security agencies.

10. It is recommended to develop a plan (program) of vulnerability analysis establishing its timeframe.

11. It is recommended that the basic stages of vulnerability analysis would be:

1) examination of the organization;

2) identifying threats;

3) identifying the model of adversaries.

12. It is recommended that the head of the working group, its composition, tasks and plan (program) of vulnerability analysis would be approved by the order of the head of the organization.

13. Based on the results of the vulnerability analysis, it is recommended to develop documents defining the list and boundaries of radiation facilities located in the organization, and the model of adversaries.

14. If radiation facilities are located on the territory of a nuclear facility, vulnerability analysis may be carried out as part of the vulnerability analysis of the nuclear facility. It is recommended that the results of the vulnerability analysis be included in the report on the vulnerability analysis of a nuclear facility in the form of a separate section or references to relevant documents.

III. Recommendations for examination of organization

15. The examination of the organization is carried out to identify locations where radioactive substances, radiation sources and storage facilities are located or may be located, identify vulnerabilities and establish a list of radiation facilities and their boundaries.

16. Examination of an organization is the process of studying the design documentation in the organization, visual inspection of its territory, places of use or storage of radioactive substances, radioactive waste and components of systems and equipment of a radiation source or storage facility, documenting the results of the examination in the form of a description of the organization and subsequent preparation of a document defining the list and boundaries of radiation facilities located in the organization.

17. When examining an organization, it is recommended to document (describe) the following scope of information:

1) general information about the organization:

organization name;

type of organization (for example, medical institution, industrial enterprise, research institute);

main characteristics of radioactive substances, radiation sources and storage facilities (name of the source of ionizing radiation, the radioactive element at the base of the source, its activity, purpose and engineering features of radiation sources and storage facilities);

2) specifics of the organization's territorial location (type of area, distance from populated areas, terrain and vegetation, characteristics of the surrounding water area (if any), climate and weather conditions, as well as other natural characteristics on the territory of the location of radiation facilities and the surrounding area);

3) information about buildings, structures, premises where radioactive substances, radiation sources, storage facilities, control stations of the physical protection system and security forces are located or may be located:

dimensions of the building (structure), number of floors, floor plans, room plans;

description of the building access points (for example: number of entrances and exits including emergency ones, their location, types of door assemblies);

peculiarities of the window aperture designs, their reinforcement with grating and other physical barriers;

peculiarities of the ventilation systems, pipelines, conduits (including cable ones), tunnels, shafts that can be used by intruders to get in;

presence of any additional structures on the facades of any buildings and facilities (for example, fire-escape ladders, architectural elements);

characteristics of the premises where radioactive substances, radiation sources, storage facilities are located or may be located (for example, the location of entrances/exits, the type of strength of building structures, which determines the possibility of making manholes in structures by intruders, the number of windows);

information on arrangements for limitation of access to radioactive substances and radiation sources within the areas of their storage and use (for example, application of special-purpose package, containers, lock boxes);

4) list of radioactive substances, radiation sources and storage facilities located in the organization, with indication of their locations;

5) list of identified vulnerabilities (may coincide with the locations of radioactive substances, radiation sources and storage facilities); examples of identifying vulnerabilities are given in Appendix No. 1 to this Safety Guide;

6) specifics of the radiation, fire, engineering (technological) safety systems used at this facility, as well as systems for accounting and control of radioactive substances and radioactive waste;

7) information on third-party organizations located or working on the territory of the organization, specifying their places of deployment as well as premises, buildings, structures, to which access is permitted for the personnel of these organizations.

18. At examination of the organization it is recommended to describe, among other things, structures and sites where there are no radioactive substances, radiation sources or storage facilities, but which may come under threat because of actions of intruders.

19. It is recommended that the information set out in paragraphs 17 and 18 hereof should not be considered exhaustive in examination of the organization. By decision of the working group, additional characteristics and features of radioactive substances, radiation sources, storage facilities and their locations may be recorded.

20. Based on the examination of the organization, the working group establishes a list and boundaries of radiation facilities located in the organization (it is recommended for the boundaries of radiation facilities to include not only places where radioactive substances are handled or a radiation source or storage facility is located and/or operated, but also other identified vulnerable places).

21. Based on the results of the examination of the organization, a document is prepared defining the list and boundaries of radiation facilities located in the organization, approved by the head of the organization, which is recommended to include:

1) name of radioactive substances, radiation source and storage facility (for example, gamma-therapeutic device "Agat-R", gamma knife "Leksell Gamma Knife", storage facility for radioactive substances N 33-2);

2) name of the radiation facility (for example, building N 17, room N 401 of building N 21-e);

3) brief description of the boundary of the radiation facility (for example, the boundary of the radiation facility of room N 3 of building B runs along the perimeter of room N 3, the boundary of the radiation facility of room N 17-a of building N 12 runs along the perimeter of building N 12).

22. It is recommended to draw up and provide a scale diagram in the Appendix to the document defining the list and boundaries of radiation facilities located in the organization, indicating:

1) the perimeter of the organization's territory;

2) the boundaries and composition of radiation facilities;

3) roads and their pavement types;

4) if radiation facilities are located on the territory of a nuclear facility, there should be specified access controls and fences on the perimeter of the protected areas of the nuclear facility, within which the radiation facilities are located.

IV. Identification of threats

23. It is recommended to identify threats based on the list of main threats to nuclear and radiation-hazardous facilities and typical models of adversaries.

24. A threat to radioactive substances, radiation sources and storage facilities is understood as a combination of conditions and factors that create the possibility of theft of radioactive substances or radiation sources or sabotage.

25. When defining threats to radioactive substances, radiation sources and storage facilities, threats related to deliberate targeted actions of adversaries defined in the adversary model are considered.

26. Threats are recommended to be identified in relation to each specific radiation facility and documented in the form of a list of threats for a specific radiation facility.

27. When identifying each threat, it is recommended to establish the following set of characteristics based on the collected information about radiation facilities and radioactive substances located on them, radiation sources, storage facilities:

1) the result if the threat has been implemented by adversaries (theft of radioactive substances, radiation sources, or sabotage);

2) the likely method of theft or sabotage (for example, hacking, undermining, hidden seizure, damage to components, systems, equipment, devices of radiation sources and storage facilities);

3) the location of internal and external adversaries necessary for the implementation of theft or sabotage;

4) actions of adversaries necessary to commit theft or sabotage (it is recommended to take into account the results of identifying vulnerabilities);

5) for threats of theft - the possibility of transfer of radioactive substances, a radiation source and/or a closed radionuclide source by one person or a group of persons, the need to use a cart or vehicle for transportation, a lifting mechanism for loading radioactive substances or a radiation source;

6) the list of tools and devices necessary to commit theft or an act of sabotage;

7) the time required for adversaries to commit theft or an act of sabotage.

An example of description of threats is given in Appendix N 2 to this Safety Guide.

28. It is recommended that the list of characteristics specified in paragraph 27 hereof should not be considered exhaustive in identifying threats. Additional characteristics and specifics of threats may be determined by the work group decision.

29. It is recommended to use the results of threat identification when preparing the adversary model.

V. Identifying the adversary model

30. An adversary model for a specific organization, in accordance with paragraph 6 of NP-034-15, is determined based on the list of main threats to nuclear and radiation-hazardous facilities and standard models of adversaries.

31. When establishing the adversary model, it is recommended to determine the information and characteristics necessary and sufficient for the implementation of theft or sabotage, taking into account the possibilities of adversaries' actions.

32. To create an adversary model, it is recommended to collect information about all cases of crimes committed at nearby facilities, similar to those that may occur in the organization.

It is recommended that the sources of information used be documented, as well as the assumptions made in their analysis.

33. it is recommended for the adversary model to include several types of potential adversaries. For each type of potential adversaries, it is recommended:

1) on the basis of the right of access to the protected area and to radiation facilities, to distinguish:

internal adversaries who have the right of access to the protected area and to radiation facilities, to radioactive substances and radiation sources;

external adversaries who do not have the specified access rights;

external adversaries acting in collusion and with the help of internal adversaries (together);

2) for internal adversaries, to identify groups of adversaries who have authorized access to certain protected areas and radiation facilities; for each group of internal adversaries, it is recommended to specify the procedure for access during working and non-working hours, weekends and holidays, in regular and emergency situations;

3) to identify categories of adversaries based on the purpose of committing theft or sabotage: terrorists (diversionists), criminals, extremists, accomplices to other categories of adversaries, intruders;

4) to specify the following characteristics of adversaries:

types of the adversary's motivation: political, ideological, economic (financial benefit), environmental, personal reasons;

the maximum number of internal and external adversaries in groups;

types of weapons the adversaries of the relevant types, groups and categories can use;

tools and devices the adversaries can use in order to pass any physical barriers and to break protective structures;

vehicles the adversaries can use to move towards the facility and within its territory;

awareness of adversaries (about the location of buildings, structures, roads (paths) and physical barriers; about the nature of radioactive substances, radiation sources and storage facilities and their location in zones, buildings, premises; about the system of physical protection, the location of security forces, the procedure for access to the facility, its buildings, premises and structures);

the degree of preparedness of adversaries for committing theft or sabotage: standard training level based on the study of open information and self-training, general military training level of general-purpose military units or private security companies, special forces training level or special training in terrorist organizations;

5) to establish tactics of actions of adversaries, which include the following characteristics:

forms of theft and sabotage (for example, an open attack on an object with a break through the physical barriers of physical protection, suppression or destruction of resisting security forces and personnel of the facility; covert theft or sabotage with crossing checkpoints fraudulently, with covert overcoming of physical barriers of physical protection by sophisticated methods, with circumventing detection means, blocking the issuance of alarm signals and television images, with masking from recognition by television surveillance means, with hidden departure from the facility after the theft or sabotage is committed; a combined form that includes covert penetration into radiation facilities and places where security forces are stationed (guard buildings), followed by an open attack, suppression or destruction of security forces, and an open breakthrough outside the facility after theft or sabotage);

possible options for overcoming the physical protection barriers;

possible options for passage of pedestrians and vehicles through checkpoints;

possible ways to carry (transport) weapons, explosives and other special means and devices;

the possibility to capture any tools and devices as well as vehicles located within the organization territory;

the possibility for the adversaries to get in through the adjacent water zone using any floating craft or self-contained underwater breathing apparatus;

battle tactics.

An example of description of adversary model is given in Appendix N 3 to this Safety Guide.

34. It is recommended that the list of characteristics specified in paragraph 33 hereof should not be considered exhaustive in identifying an adversary model. Additional characteristics and specifics of the types of potential adversaries may be determined by the work group decision.

35. Based on the results of determining the adversary model, it is recommended to prepare a document establishing the adversary model, which, in accordance with paragraph 6 of NP-034-15, is approved by the head of the organization and sent for approval by the territorial security body.

36. In the document establishing the adversary model, it is recommended to provide a description of threats in accordance with paragraphs 27, 28 hereof, a description of each type of potential adversary in accordance with paragraphs 33, 34 hereof, as well as a summary table in which for each type of potential adversary from the adversary model, the radiation facility at which the adversary is capable of committing theft or sabotage, and the threats it implements, are indicated. Standard summary table of adversary model and an example of its completion are given in Appendix N 4 hereto.

37. The document establishing the model of adversaries is recommended to be reviewed at least once every five years.

Appendix No. 1 
to the safety guide in the use of atomic energy "Recommendations for vulnerability analysis of a radiation facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated December 14, 2016 No. 535

EXAMPLES OF IDENTIFICATION OF VULNERABILITIES

Example 1

The organization has a storage facility in one of the buildings where radioactive substances are stored in special containers.

In this case, the vulnerable places are the locations of containers, and the boundaries of the radiation facility can set as the boundaries of either the room or the entire building.

Example 2

In the organization, a radiation source containing radionuclide sources is operated in one of the buildings in room N 1, radionuclide sources are controlled from room N 2, and radionuclide sources can be temporarily stored in room N 3 during maintenance of the radiation source (at refueling). Specialists of the organization who are competent in the functioning and design of this radiation source confirm the impossibility of actions from the control panel of the radiation source to cause a situation that would endanger the health or life of people or lead to radioactive contamination.

Just as in example 1, vulnerabilities are the location of the radiation source in room N 1, as well as the location of the storage of radionuclide sources in room N 3. The boundaries of radiation objects can be set either as the boundaries of room N 1 and N 3, or those of the entire building.

Example 3

In examples 1 and 2, the storage facility and the radiation source had no complex elements, systems, equipment, or devices, and therefore their locations as such were vulnerable. In cases when radiation sources and storage facilities are complex, which may concern industrial installations with radiation sources, which may be located in several rooms or on several floors of a building, have a number of security systems, have different operating conditions in which it is possible to move the unit with radionuclide sources, their vulnerabilities may not be obvious. In this case, their detection will be a long and complex process, since damage to any one randomly selected component or several components may not lead to a threat to human health or life as a result of exposure to radiation, or to radioactive contamination of the environment (emergency), or to the possibility of theft of radioactive substances and radiation sources.

This process may require the involvement of a number of specialists, including specialists of the organization who are competent in the operation of the radiation facility, its potentially hazardous areas and critical elements, and specialists in the field of radiation, engineering (technological), fire safety, accounting and control of radioactive substances and radioactive waste.

In such cases, to simplify the process of identifying vulnerabilities, it is recommended to use logical charts (logical trees) describing theft of radioactive substances and radiation sources or sabotage (see the figure).
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Illustration of logical chart

It is recommended to consider theft of radioactive substances and radiation sources or sabotage as the final event in the logical chart. In this case, theft will be realized if one of the options for stealing particular radioactive substances and radiation sources is implemented, and sabotage - when one of the options for sabotage is implemented (indicated in the figure as "D1/X1", "D2/X2").

As initial events, it is recommended to consider the impact of potential adversaries (for example, disabling, hacking, undermining, interfering with the management of a radiation source) on individual components of systems, equipment of a radiation source or a storage facility (indicated in the figure as "E1", "E2").

It is recommended to enter intermediate events in the logic chart to describe the technical condition of the radiation source or storage facility, the position of radionuclide sources, the operation of safety systems, and other events.

Based on the analysis of logical charts describing the theft of radioactive substances and radiation sources or sabotage, it is recommended to create groups of components that can lead to theft or sabotage, respectively. After that, it is recommended that each element is associated with its location, where a number of elements may have the same location. Based on the locations obtained in this way, it is recommended to identify vulnerabilities; however, not all locations can be identified as vulnerabilities, but only some of them, whose physical protection will be sufficient to prevent the final event (theft of radioactive substances and radiation sources, or sabotage).

For example, during the analysis of logical charts for sabotage, it was found that for sabotage to be carried out, it is sufficient to affect any group of components from the following four groups:

1) E1;

2) E2;

3) E3 and E4;

4) E4 and E5.

Components E1, E2, and E3 have location M1, E4 has location M2, and E5 has location M3. Therefore, the locations corresponding to the four groups of components obtained are as follows:

1) E1 - М1;

2) E2 - М1;

3) E3 and E4 - М1 and М2;

4) E4 and E5 - М2 and М3.

Therefore, the M1 and M2 locations, or the M1 and M3 locations, can be identified as vulnerabilities. Physical protection of these vulnerabilities will be sufficient to prevent sabotage. When identifying radiation facilities, it is recommended to include these vulnerabilities (or M1, M2, or M1, M3) in their boundaries.

Appendix No. 2 
to the safety guide in the use of atomic energy "Recommendations for vulnerability analysis of a radiation facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated December 14, 2016 No. 535

EXAMPLE OF DESCRIPTION OF THREATS

Radiation facility N

Storage facility. Room N NN with a cage containing containers with radioactive substances.

Threat N N.1

Threat implementation result

Theft of radioactive substances.

Probable method of theft

Covert or open seizure of containers containing radioactive substances.

Location of adversaries

Two adversaries inside room N NN.

Adversaries' actions

Opening the entrance door to the room: opening the lock with keys or breaking the lock or door with special tools.

Opening the cage: opening the cage door with keys, breaking the padlock or opening it with special tools.

Loading containers with radioactive substances on a cart (located in the same room).

Removal of radioactive substances from the building and loading them into motor vehicles.

Possibility of carriage

To move the container with radioactive substances, it is necessary to use a cart. 2 people are required to load the container on a cart or in a motor vehicle.

Necessary tools and accessories

Keys from the entrance door of the room and from the cage lock or tools for opening the lock of the entrance door or breaking the door itself and opening (cutting) the padlock of the cage.

Time required

With keys: 1 - 2 minutes.

With tools: 3 - 4 minutes.

Threat N N.2

Threat implementation result

Sabotage.

Probable method of theft

Blowing up containers with radioactive substances and the outer wall of the room.

Location of adversaries

The adversary is inside room N NN.

Adversaries' actions

Opening the entrance door to the room: opening the lock with keys or breaking the lock or door with special tools.

Installation of explosive devices and detonating the same.

Necessary tools and accessories

Keys to the entrance door of the room or tools for opening the lock of the entrance door or breaking the door itself.

Explosive devices.

Time required

With keys: 1 minute.

With tools: 2 minutes.

Appendix No. 3 
to the safety guide in the use of atomic energy "Recommendations for vulnerability analysis of a radiation facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated December 14, 2016 No. 535

EXAMPLE OF DESCRIPTION OF ADVERSARY MODEL

1. Type of potential adversaries N 1: 
single internal adversary

1.1. Has the right of access to the protected area and to the radiation facility, to radioactive substances and radiation sources during working hours in normal situations.

1.2. Any of the employees working in the organization, with the exception of physical protection personnel who pass special security checks, is considered a potential internal adversary. An internal adversary is supposed to have access rights to any radiation facility (but not to all of them at once).

1.3. Adversary category: extremist (terrorist).

1.4. Motivation: ideological (religious).

1.5. Type of weapons: small firearms (submachine gun).

1.6. Tools and accessories used: lock picks, hand tools.

1.7. Vehicles: a car.

1.8. Degree of awareness:

good knowledge of the organization's operating modes, the location of buildings and structures in the organization, radiation facilities and radioactive substances, radiation sources and storage facilities at them, and access procedures;

general ideas about the system of physical protection, deployment of security forces.

1.9. Degree of preparedness of the adversary: no professional military training.

1.10. Tactics of adversary's actions.

Forms of theft or sabotage: access to a radiation facility with the use of access rights and subsequent hidden or open (with the use of weapons) leaving the territory of the organization.

Possible ways to pass through checkpoints are:

open passage through the checkpoint without explosives or weapons;

open passage through a checkpoint with hidden explosives and weapons.

There may be attempts of hidden overcoming of physical barriers by bypassing the technical means of security alarm systems when entering the object, or open overcoming of physical barriers, bypassing checkpoints when leaving the organization due to good awareness of the facility.

An attempt may be made to smuggle explosives and weapons through physical barriers.

The adversary may use tools and special devices, as well as vehicles located on the territory of the organization.

The adversary may use small arms.

2. Type of potential adversaries N 2: 
an external adversary in collusion with an internal adversary

2.1. The internal adversary has the right of access to the protected area and to the radiation facility, to radioactive substances and radiation sources during working hours in normal situations.

The external adversary has no access rights, and acts in collusion with the internal adversary.

2.2. Any of the employees working in the organization, with the exception of physical protection personnel who pass special security checks, is considered a potential internal adversary. An internal adversary is supposed to have access rights to any radiation facility (but not to all of them at once).

2.3. Category of adversaries: extremist (terrorist), accomplice of extremist (terrorist).

2.4. Motivation:

of the external adversary - ideological (religious);

of the internal adversary - obtaining material benefits, personal motives, coercion.

2.5. Number of adversaries: 1 external and 1 internal.

2.6. Type of weapons: external adversary - individual small arms (submachine gun, assault rifle), explosive ammunition; internal adversary - individual small arms (submachine gun).

2.7. Tools and accessories used: cell phones, lock picks, hand tools, ladders.

2.8. Vehicles: a car or a truck.

2.9. Degree of awareness:

good knowledge of the organization's operating modes, the location of buildings and structures in the organization, radiation facilities and radioactive substances, radiation sources and storage facilities at them, and access procedures;

good knowledge of the principles of operation of technical means of physical protection, general understanding of the system of physical protection of the facility, deployment of security forces.

2.10. Degree of preparedness of the adversary:

external adversary - the level of training of special forces or special training of terrorist organizations;

the internal adversary has no professional military training.

2.11. Tactics of adversaries' actions.

Forms of theft or sabotage: covert penetration into the radiation facility of an internal adversary, followed by an open attack by an external adversary, suppression or destruction of the security forces, then - open breakthrough beyond the territory of the protected zone.

Possible ways for an internal adversary to pass through checkpoints are:

open passage through the checkpoint without explosives or weapons;

open passage through a checkpoint with hidden explosives and weapons.

A possible way for an external adversary to pass through the checkpoints is to force a break through using weapons and explosives.

There may be attempts of hidden overcoming of physical barriers by bypassing the technical means of security alarm systems when entering the object, or open overcoming of physical barriers, bypassing checkpoints when leaving the organization due to good awareness of the facility.

An attempt may be made by the internal adversary to smuggle explosives and weapons through physical barriers.

The adversary may use tools and special devices, as well as vehicles located on the territory of the organization.

Hostage-taking is possible, as well as an internal adversary acting as a hostage.

An external adversary will conduct an open assault with a weapon. An internal adversary can use small arms according to the situation.

1. Type of potential adversaries N 3: 
a group of external adversaries

3.1. External adversaries have no access rights.

3.2. Category of adversaries: extremist (terrorist).

3.3. Motivation: ideological (religious).

3.4. Number of adversaries: a group of 2 people, possibly separated to enter the facility from different locations.

3.4. Type of weapons: individual small arms (submachine gun, assault rifle), explosive ammunition.

3.5. Tools and accessories used: radio stations, cell phones, lock picks, hand tools, ladders.

3.6. Vehicles: a car or a truck.

3.7. Degree of awareness: general layout of buildings and structures, good knowledge of the principles of operation of technical means of physical protection.

3.8. Degree of preparedness of the adversary: the level of training of special forces or special training of terrorist organizations.

3.9. Tactics of adversaries' actions.

Forms of theft or sabotage: an overt attack against the facility (breaking through physical barriers of physical protection, suppression or destruction of the opposing security staff and the facility personnel);

An external adversary makes a forceful break through checkpoints using weapons and explosives.

Entering and leaving the facility is possible by openly overcoming of physical barriers.

The adversary may use tools and special devices, as well as vehicles located on the territory of the organization.

Hostage-taking is possible.

Adversaries will conduct an open assault with the use of weapons. Penetration into the facility is possible from different directions.

Appendix No. 4 
to the safety guide in the use of atomic energy "Recommendations for vulnerability analysis of a radiation facility" approved by the Decree of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated December 14, 2016 No. 535

STANDARD SUMMARY TABLE OF ADVERSARY MODEL

	No.
	Adversary model
	Radiation facility
	Threat

	1
	2
	3
	4

	1
	
	
	

	2
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	4
	
	
	

	5
	
	
	


EXAMPLE OF FILLING IN SUMMARY TABLE OF ADVERSARY MODEL

	No.
	Adversary model
	Radiation facility
	Threat

	1
	2
	3
	4

	1
	Type of potential adversaries N 1 (single internal adversary)
	Room N 1 of building N 1
	Threat N 1.1 (theft of radioactive substances)

	
	
	
	Threat N 1.2 (sabotage)

	2
	Type of potential violators N 2 (an external adversary in collusion with an internal adversary)
	Room N 1 of building N 1
	Threat N 1.1 (theft of radioactive substances)

	
	
	
	Threat N 1.2 (sabotage)

	
	
	
	Threat N 1.3 (sabotage)

	
	
	
	Threat N 1.4 (theft of radiation source)

	
	
	Building N 2
	Threat N 2.1 (sabotage)

	3
	Type of potential adversaries N 3 (a group of external adversaries)
	Room N 1 of building N 1
	Threat N 1.2 (sabotage)

	
	
	
	Threat N 1.3 (sabotage)

	
	
	
	Threat N 1.5 (sabotage)

	
	
	Building N 2
	Threat N 2.1 (sabotage)

	
	
	Building N 2
	Threat N 2.2 (sabotage)

	
	
	Building N 3
	Threat N 3.1 (sabotage)


Sabotage / Theft of radioactive substances and radioactive sources





E2





E1





and / or





and / or





and / or





and / or





D2 / Х2





D1 / Х1





Intermediate event 1.1





Intermediate event 1.2





Intermediate event 2.3





Intermediate event 2.1








