Approved by 
Order of the Federal Environmental, Industrial and Nuclear Supervision Service 
No. ___ dated _______________, 20__ 

SAFETY GUIDE IN THE USE OF ATOMIC ENERGY 
"PROVISION ON ESTABLISHING LEVELS OF PHYSICAL PROTECTION OF RADIATION FACILITIES"

(RB-130-17)

I. General

1. The safety guide in the use of atomic energy "Provision on establishing levels of physical protection of radiation facilities" (RB-130-17) (hereinafter - the Safety Guide) has been developed in accordance with Article 6 of the Federal law dated November 21, 1995 No. 170-FZ "On the use of atomic energy" for the purpose of securing the compliance with the requirements of paragraphs 14 - 20 of the Federal rules and regulations in the field of atomic energy use "Rules for Physical Protection of Radioactive Substances, Radioactive Waste and Storage Facilities" (NP-034-15) approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service dated July 21, 2015 No. 280 (hereinafter referred to as NP-034-15).

2. This Safety Guide contains recommendations of the Federal Environmental, Industrial and Nuclear Supervision Service on establishing levels of physical protection for facilities (premises, structures, buildings) where radioactive substances are handled or a radiation source or storage facility is located and/or operated (hereinafter referred to as radiation facilities).

3. This Safety Guide applies to ensuring the physical protection of radioactive substances, radiation sources and storage facilities specified in NP-034-15.

4. This Safety Guide is intended for use by an organization (enterprise) operating a radiation source or storage facility, handling radioactive substances or radioactive waste (hereinafter referred to as the organization), as well as by federal executive authorities and authorized organizations engaged in state management of the use of atomic energy.

5. Establishing levels of physical protection of radiation facilities in the organization may be implemented through the use of any other techniques (methods) different from the ones specified in this Safety Guide subject to substantiation of the selected techniques (methods) for ensuring the physical protection of radioactive substances, radiation sources and storage facilities.

II. Recommendations for the organization and implementation of work to establish the levels of physical protection of radiation facilities

6. It is recommended to set levels of physical protection of radiation facilities for the purpose of differentiating requirements for ensuring physical protection of radioactive substances, radiation sources and storage facilities.

7. In accordance with paragraph 14 of NP-034-15 levels of physical protection of radiation facilities determine a set of requirements for the composition of organizational measures, technical means of physical protection, and personnel physical protection, and are established as a result of work of the commission to establish levels of physical protection of radiation facilities (the commission) appointed by the head of the organization or a person authorized by it (hereinafter - the head of the organization).

8. It is recommended to carry out activities for establishing the levels of physical protection of radiation facilities in the following cases: 

when designing new radiation facilities;

when planning changes in the procedure for handling radioactive substances and operating radiation sources and storage facilities;

during the reconstruction and modernization of radiation facilities, radiation sources and storage facilities operated at them, and changes in the location and number of radiation facilities in the organization;

if the level of physical protection for the radiation facility has not been previously set.

It is recommended that the document establishing the levels of physical protection of radiation facilities be reviewed every five years.

9. The commission is recommended to include:

1) persons from the physical protection personnel, including the security forces;

2) employees of the organization who are competent in the following matters: 

handling radioactive substances, operation and functioning of radiation sources and storage facilities, their potentially hazardous areas and critical components;

of radiation, technical (technological) safety;

accounting and control of radioactive substances and radioactive waste;

3) officials who, in accordance with the requirements of federal executive authorities (organizations) for the counter-terrorist protection of facilities (territories), categorized the consequences of terrorist acts and developed a security passport for facilities (territories) of the organization<*>, as well as employees who are competent in ensuring the counter-terrorist protection of facilities (territories) of the organization;

--------------------------------

<*> Note. Requirements of federal executive authorities (organizations) to counter-terrorist protection of facilities (territories) are subject to approval by resolutions of the Government of the Russian Federation in pursuance of the Resolution of the Government of the Russian Federation dated December 25, 2013 N 1244 "On counter-terrorist protection of facilities (territories)".

4) representatives of specialized organizations that are competent to ensure physical protection, counter-terrorist protection, and assessment of radiation exposure as a result of accidents at radiation facilities (if such an organization is involved by the decision of the head of the organization to participate in the work of the commission).

10. If all radioactive substances, radioactive waste and radiation sources are removed from a radiation facility, after this has been excluded off the licensing conditions, it is allowed to exclude the same off the list of radiation facilities located in the organization and make appropriate changes to the document establishing the levels of physical protection of radiation facilities, without creating a commission when approving the changes made to the documents by the head of the organization.

11. It is recommended that the candidacy of the head of the commission, its composition, tasks and work plan (program) of the commission's activities, setting the timeframe of these activities, be approved by the head of the organization.

12. It is recommended that the main stages of the commission's work would be:

collection of source data for establishing levels of physical protection of radiation facilities;

categorization of sealed radionuclide sources operated at radiation facilities according to radiation hazard;

categorizing the consequences of sabotage at radiation facilities;

уpossibility or impossibility of theft of radioactive substances and sealed radionuclide sources;

establishing levels of physical protection of radiation facilities.

13. The recommended chart of the organization and implementation of works on establishing the levels of physical protection of radiation facilities is given in Appendix N 1 to this Safety Guide.

14. It is recommended to use information from the following documents as source data for establishing the levels of physical protection of radiation facilities: 

document defining the list and boundaries of the radiation facilities in the organization

document establishing the violator model;

certificates for radionuclide sources;

safety certificates for the organization's facilities (territories) ;

design and (or) technical (operational) documentation for radiation sources.

15. It is recommended to develop a document defining the list and the boundaries of radiation facilities in the organization, and a document establishing a violator model subject to the provisions of the safety guide in the use of atomic energy, "Recommendations for the composition and content of facility documents on the physical protection of radioactive substances, radiation sources and storage facilities" (RB-115-16) approved by order of the Federal Environmental, Industrial and Nuclear Supervision Service dated June 28, 2016 N 271, and the safety guide in the use of atomic energy "Recommendations for vulnerability analysis of a radiation facility" (RB-120-16) approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service dated December 14, 2016 N 535.

16. The commission is also recommended to use information on the facts (attempts) of theft of sealed radionuclide sources and radioactive substances in other organizations as source data.

17. The commission is recommended to prepare the following documents based on the results of its activities:

document establishing the category of each sealed radionuclide source;

document establishing the category of consequences of sabotage at radiation facilities, taking into account the adopted model of violators;

document (decision of the commission) containing a reasonable conclusion about the possibility or impossibility of theft of sealed radionuclide sources and radioactive substances;

document establishing the physical protection levels for the radiation facilities

If radiation facilities are located on the territory of a nuclear facility, it is recommended to refer to the above documents in the document on the categorization of physical protection objects and the nuclear facility.

III. Recommendations on accounting of categories of sealed radionuclide sources operated at radiation facilities according to radiation hazard

18. To categorize sealed radionuclide sources operated at radiation facilities by radiation hazard, it is recommended to prepare a list of sealed radionuclide sources at each of the organization's radiation facilities.

19. For each sealed radionuclide source, the list indicates its category of radiation hazard, which is given in the source certificate or calculated in accordance with the requirements of federal norms and rules in the field of atomic energy use "Basic rules for accounting and control of radioactive substances and radioactive waste in organization" (NP-067-16), approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service dated November 28, 2016 N 503 (hereinafter - NP-067-16), based on the A/D ratio (the ratio of the activity of sealed radionuclide sources A to the established limit of the activity of radionuclide sources D).

20. It is recommended to reflect the source data and results of calculations of A/D parameters, on the basis of which the category of radiation hazard of each sealed radionuclide source at radiation facilities was determined, in the document establishing the category of each sealed radionuclide source, approved by the head of the organization.

21. The results of determining the categories of sealed radionuclide sources by radiation hazard are recommended to be drawn up in the form of a summary table according to the model given in Appendix N 2 to this Safety Guide, in which, for each radiation facility, sealed radionuclide sources that are located and (or) operated on it are specified (sealed radionuclide sources within mobile radiation sources are recommended to be referred to radiation facilities of the organization, where they will be stored and/or operated) and their radiation hazard categories.

22. For radiation facilities that contain only sealed radionuclide sources of radiation hazard categories 4 and 5, the determination of the categories of consequences of sabotage and establishing the possibility or impossibility of theft of sealed radionuclide sources is not required.

IV. Recommendations for the categorization of the consequences of sabotage at radiation facilities

23. At the stage of categorizing the consequences of sabotage at radiation facilities, the commission is recommended to assess the scale of possible consequences of sabotage at each radiation facility - the limits of radiation exposure when sealed radionuclide sources or packages (containers) with radioactive substances (radioactive waste) are depressurized at their location at the radiation facility, or when they disperse with subsequent radiation contamination of the territory as a result of sabotage by violators specified in the violator model.

24. It is recommended to assess the scale of possible consequences of sabotage by calculation (using existing methods) and (or) by expert method.

It is recommended that the group of experts include employees of the organization who are competent in the following issues: 

handling radioactive substances, operation and functioning of radiation sources and storage facilities, their potentially hazardous areas and critical components in regular and emergency situations;

of radiation, technical (technological) safety;

ensuring counter-terrorist protection of the organization's facilities (territories).

25. By decision of the head of the organization, representatives of bodies and specialized organizations that are competent in ensuring physical protection, counter-terrorist protection, and assessment of radiation exposure as a result of accidents at radiation facilities may be involved in the work of the commission.

26. When assessing the scale of possible consequences of sabotage, the expert group is recommended to read the following information:

on the types of potential violators listed in the document establishing the violator model;

about possible radiation impact on the population and personnel in the event of a radiation accident, which is determined in the organization in accordance with the regulatory legal acts on radiation safety;

on possible consequences of radiation contamination of the territory as a result of a terrorist act at the facility (territory), determined in the organization in accordance with regulatory legal acts on countering terrorism and described in the safety certificates of facilities (territories).

27. Federal executive authorities and authorized organizations engaged in state management of the use of atomic energy may develop regulatory and methodological documents that establish the procedure and methodology for determining the possible consequences of sabotage by violators and their scale.

28. Based on the assessment of the scale of possible consequences of sabotage at a radiation facility, the commission is recommended to establish the category of consequences of sabotage at each radiation facility in the organization in accordance with paragraph 16 of NP-034-15.

29. The decision of the commission on establishing the category of consequences of sabotage at radiation facilities is recommended to be issued in a separate document approved by the head of the organization.

30. The document establishing the category of consequences of sabotage at radiation facilities should contain the following information: 

documents used by the commission that establish the possible radiation impact on the population and personnel in the event of a radiation accident and possible consequences as a result of a terrorist act at the facility (territory);

the composition of the commission and the expert group (indicating the specialists involved from third-party organizations if they are involved in the work of the commission);

assessment of the scale of possible consequences of sabotage;

the established category of consequences of sabotage at each radiation facility in the organization.

V. Recommendations for establishing the possibility or impossibility of theft of radioactive substances, sealed radionuclide sources

31. At the stage of establishing the possibility or impossibility of theft of radioactive substances, sealed radionuclide sources, the commission is recommended to conduct a survey of the radiation facility, which includes: 

visual inspection of a radiation facility, places of use or storage of radioactive substances, radioactive waste, and components of systems and equipment of a radiation source or storage facility;

study of technical (operational) and design documentation for radiation sources and storage facilities and determination of their design features;

determination of the procedure for handling radioactive substances;

determination of the activity of all sealed radionuclide sources and radioactive substances, the aggregate state of radioactive substances, and the dimensions and weights of sealed radionuclide sources;

determining the time of uncontrolled unauthorized extraction of a sealed radionuclide source and radioactive substances from a radiation source or sites for storage of sealed radionuclide sources, radioactive substances, and radioactive waste, comparing it with the response time to unauthorized actions at a radiation facility, and determining the possibility of such extraction without the use of special tools and devices; 

identification of peculiarities of accounting and control of sealed radionuclide sources and radioactive substances;

determination of other properties and characteristics of radioactive substances, radiation sources and storage facilities that can be taken into account when assessing the possibility of theft of sealed radionuclide sources and radioactive substances.

32. When conducting analytical work to assess the possibility of theft of sealed radionuclide sources and radioactive substances, the commission is recommended to study the document establishing the violator model in order to take into account such characteristics of potential violators as: 

the number of external violators;

the presence of internal violators, their number, and the ability to interact with external violators;

the availability of weapons, in particular explosives, tools and devices, including special tools necessary for the extraction of radioactive substances, sealed radionuclide sources, as well as keys to locking devices with internal violators;

the degree of preparedness of violators, their awareness of the radiation facility, the design and specifics of operation of radiation sources and storage facilities at the radiation facility;

the violators' ability to seize means and devices located on the territory of the radiation facility and organization;

the possibility of taking hostages, who may be forced to assist violators in the theft (extraction) of sealed radionuclide sources and radioactive substances.

33. When conducting analytical work to assess the possibility of theft, the commission is recommended to analyze the collected information on cases (attempts) of theft of sealed radionuclide sources and radioactive substances in other organizations.  Cases where theft was committed in relation to radiation sources and storage facilities similar to those operated at the organization's radiation facility are recommended to be considered as a factor indicating the possibility of theft.

34. The result of the commission's analytical work is a substantiated conclusion about the possibility or impossibility of theft, which is recommended for each sealed radionuclide source and radioactive substances of radiation facilities.

35. Since a theft of several sealed radionuclide sources poses a threat of their joint radiation impact on employees (personnel) and (or) the population, the commission is recommended to determine, for each radiation facility, the radiation hazard category of the totality of sealed radionuclide sources located at the radiation facility, in respect of which the possibility of theft is established, in accordance with the requirements of NP-067-16 on the basis of an aggregated A/D ratio.  When determining the level of physical protection of a radiation facility, it is recommended to take into account the specified category of radiation hazard of a totality of sealed radionuclide sources.

36. The document (decision of the commission) containing a substantiated conclusion about the possibility or impossibility of theft of sealed radionuclide sources and radioactive substances is recommended to state:

activity of the sealed radionuclide source or radioactive substances;

design-determined possibility of unauthorized extraction of a sealed radionuclide source from the places of application without the use of special tools and devices;

the possibility or impossibility of theft of a sealed radionuclide source and radioactive substances from storage sites, taking into account the protective properties, dimensions and weights of protective devices;

time of uncontrolled unauthorized extraction of a sealed radionuclide source from places of use and storage and radioactive substances in comparison with the time of responding to unauthorized actions at radiation facilities; the possibility of guaranteed detection of these unauthorized actions;

ability of the physical protection system to resist the threat of theft within the framework of the violator model;

impact of procedures for accounting and control of sealed radionuclide sources and radioactive substances on the possibility of their uncontrolled removal from storage (operation) locations;

the category of radiation hazard of a totality of sealed radionuclide sources at a radiation facility, in respect of which the possibility of theft is established, in the form of a summary table in the form given in Appendix N 3 to this Safety Guide.

VI. Recommendations for establishing levels of physical protection of radiation facilities

37. At the stage of establishing the levels of physical protection of radiation facilities, the commission is recommended to use the results of previous stages of work to set the levels of physical protection for each radiation facility of the organization.

38. For radiation facilities of the organization where only sealed radionuclide sources of radiation hazard category 4 or 5 are located, in accordance with paragraph 20 of NP-034-15, it is recommended to set level D of physical protection.

For other radiation facilities of the organization, it is recommended to set the level of physical protection in accordance with the table given in Appendix N 4 to this Safety Guide.

39. Based on the results of the commission's work, it is recommended to prepare a document (commission decision) setting the level of physical protection for each radiation facility where a radiation source or storage facility is located and/or operated, or where radioactive substances or radioactive waste is handled, which is recommended to be approved by the head of the organization.

40. In the document establishing levels of physical protection of radiation facilities, it is recommended to provide a summary table in the form given in Appendix N 5 to this Safety Guide.

Appendix N 1 
to the safety guide in the use of atomic energy «Provision on establishing levels of physical protection of radiation facilities" approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated __ _________ 20__ N ___

RECOMMENDED CHART FOR 
THE ORGANIZATION AND IMPLEMENTATION OF WORK TO ESTABLISH THE LEVELS OF PHYSICAL PROTECTION OF RADIATION FACILITIES

	
	Creating a commission for establishing the levels of physical protection of radiation facilities.

Approval of the head of the commission, its composition, tasks and plan (program)
	

	
	
	

	
	Collection of source data for establishing the levels of physical protection of radiation facilities: list and boundaries of radiation facilities, model of violators, certificates for radionuclide sources, information on cases of theft
	

	
	
	

	Categorization of sealed radionuclide sources operated at radiation facilities
	Categorizing the consequences of sabotage at radiation facilities
	Possibility or impossibility of any theft of radioactive substances and sealed radionuclide sources

	
	
	

	Document establishing the category of each sealed radionuclide source (categories 1 - 5)
	Document establishing the category of consequences of sabotage at radiation facilities (categories I - IV) 
	Document (decision of the commission) containing a substantiated conclusion about the possibility or impossibility of theft of sealed radionuclide sources and radioactive substances (possible, impossible)
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	Document establishing the physical protection levels for the radiation facilities
	


Appendix N 2 
to the safety guide in the use of atomic energy «Provision on establishing levels of physical protection of radiation facilities" approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated __ _________ 20__ N ___

Recommended summary table of categories of sealed radionuclide sources operated at a radiation facility according to radiation hazard

	No.
	Radiation facility
	Sealed radionuclide source
	Radiation hazard category of sealed radionuclide source

	1
	2
	3
	4

	1
	
	
	

	
	
	
	

	
	
	
	

	2
	
	
	

	
	
	
	

	
	
	
	

	3
	
	
	

	
	
	
	

	
	
	
	


Appendix N 3 
to the safety guide in the use of atomic energy «Provision on establishing levels of physical protection of radiation facilities" approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated __ _________ 20__ N ___

Recommended summary table of radiation hazard categories for a totality of sealed radionuclide sources at the radiation facility, for which the possibility of theft has been established

	No.
	Radiation facility
	Radiation hazard category for a totality of sealed radionuclide sources at the radiation facility, for which the possibility of theft has been established

	1
	2
	3

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	


Appendix N 4 
to the safety guide in the use of atomic energy «Provision on establishing levels of physical protection of radiation facilities" approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated __ _________ 20__ N ___

RECOMMENDED TABLE FOR DETERMINING THE LEVEL OF PHYSICAL PROTECTION OF RADIATION FACILITY

	No.
	Category of sabotage consequences at the radiation facility
	Establishing the possibility or impossibility of theft of sealed radionuclide sources of category 1 or 2 (in aggregate) by radiation hazard from the radiation facility 
	Establishing the possibility or impossibility of theft of radioactive substances from the radiation facility 
	Establishing the possibility or impossibility of theft of sealed radionuclide sources of category 3 (in aggregate) by radiation hazard from the radiation facility
	Level of physical protection of radiation facility

	1
	I
	ESTABLISHED
	ESTABLISHED
	-
	A

	2
	I
	ESTABLISHED
	NO
	-
	A

	3
	I
	NO
	ESTABLISHED
	ESTABLISHED
	A

	4
	I
	NO
	ESTABLISHED
	NO
	A

	5
	I
	NO
	NO
	ESTABLISHED
	A

	6
	I
	NO
	NO
	NO
	A

	7
	II
	ESTABLISHED
	ESTABLISHED
	-
	A

	8
	II
	ESTABLISHED
	NO
	-
	A

	9
	II
	NO
	ESTABLISHED
	ESTABLISHED
	A

	10
	II
	NO
	ESTABLISHED
	NO
	A

	11
	II
	NO
	NO
	ESTABLISHED
	B

	12
	II
	NO
	NO
	NO
	B

	13
	III
	ESTABLISHED
	ESTABLISHED
	-
	B

	14
	III
	ESTABLISHED
	NO
	-
	B

	15
	III
	NO
	ESTABLISHED
	ESTABLISHED
	B

	16
	III
	NO
	ESTABLISHED
	NO
	B

	17
	III
	NO
	NO
	ESTABLISHED
	C

	18
	III
	NO
	NO
	NO
	C

	19
	IV
	ESTABLISHED
	ESTABLISHED
	-
	B

	20
	IV
	ESTABLISHED
	NO
	-
	B

	21
	IV
	NO
	ESTABLISHED
	ESTABLISHED
	C

	22
	IV
	NO
	ESTABLISHED
	NO
	C

	23
	IV
	NO
	NO
	ESTABLISHED
	C

	24
	IV
	NO
	NO
	NO
	D


Note. The word "ESTABLISHED" in the table indicates the commission's having established the possibility of theft of the totality of sealed radionuclide sources or radioactive substances located at this radiation facility, as stated in the column header.  The word "NO" in the table indicates the commission's having established that it is impossible to steal the totality of sealed radionuclide sources or radioactive substances specified in the column header, or their absence at the radiation facility in question.  The symbol "-" in the fifth column of the table means that it is not necessary to establish the possibility of theft of a totality of sealed radionuclide sources of category 3 of radiation hazard, since the possibility is established of theft of sealed radionuclide sources of a higher category.

The table corresponds to Appendix N 1 to NP-034-15.

Appendix N 5 
to the safety guide in the use of atomic energy «Provision on establishing levels of physical protection of radiation facilities" approved by the order of the Federal Environmental, Industrial and Nuclear Supervision Service 
dated __ _________ 20__ N ___

Recommended form of summary table of levels of physical protection of radiation facilities

	No.
	Radiation facility
	Category of sabotage consequences at the radiation facility
	Established possibility or impossibility of theft of radioactive substances, sealed radionuclide sources
	Level of physical protection of radiation facility

	1
	2
	3
	4
	5

	1
	Room N 1 of building N 1
	I
	Theft of sealed radionuclide sources of radiation hazard category 1, 2 or 3 is impossible.

Theft of radioactive substances is possible
	A

	2
	Building N 2
	II
	Theft of a sealed radionuclide source of radiation hazard category 1 is possible.

Theft of radioactive substances is impossible (except for radioactive substances contained in sealed radionuclide sources)
	A

	3
	Building N 3
	III
	Theft of sealed radionuclide sources of radiation hazard category 1, 2 or 3 is impossible.

There are no radioactive substances (except for radioactive substances contained in sealed radionuclide sources) at the radiation facility
	C

	4
	Building N 4
	IV
	There are no radionuclide sources of radiation hazard category 1, 2 or 3.

Theft of radioactive substances is possible
	C

	5
	Building N 5
	IV
	Theft of ten sealed radionuclide sources of radiation hazard category 3 (radiation hazard category 2 of their totality) is possible
	B


