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SAFETY GUIDE 
IN THE USE USE OF ATOMIC ENERGY "RECOMMENDATIONS FOR PERFORMANCE ASSESSMENT OF PHYSICAL PROTECTION SYSTEMS OF NUCLEAR FACILITIES"

(RB-157-19)

I. General

1. This safety guide "Recommendations for performance assessment of physical protection systems of nuclear facilities" (RB-157-19) (hereinafter referred to as the Safety Guide) has been developed in order to facilitate compliance with the requirements of paragraphs 21, 28, 35-39, 48 of the federal rules and regulations in the field of atomic energy use "Requirements to systems of physical protection of nuclear materials, nuclear installations and nuclear materials storage facilities" (hereinafter referred to as NP-083-15), approved by  Order of the Federal Environmental, Industrial and Nuclear Supervision Service No. 343 dated September 8, 2015.

2. The Safety Guide is intended for use by the governing bodies for atomic energy use (hereinafter referred to as AEU), personnel of nuclear facilities and specialized organizations who assess the performance  of physical protection systems for nuclear facilities (hereinafter referred to as performance assessment, physical protection, respectively) and participate in the preparation of an efficiency assessment report, as well as specialists of organizations that develop methods and computer programs for efficiency assessment.

3. Performance assessment may be carried out using methods (techniques) other than those contained in this Safety Guide subject to the substantiation of choice for the assurance of physical protection.

II. General information

4. The Safety Guide has been developed in accordance with Decree of the Government of the Russian Federation No. 456 dated July 19, 2007 "On the approval of Rules for physical protection of nuclear materials, nuclear facilities and nuclear storage facilities",  Order of Rostechnadzor No. 343 dated September 08, 2015 "On the approval of federal rules and regulations in the field of atomic energy use "Requirements to physical protection systems of nuclear materials, nuclear installations and nuclear material storage facilities" (hereinafter referred to as NP-083-15).

5. The Safety Guide uses the concepts established in the Rules for the physical protection of nuclear materials, nuclear installations and nuclear material storage facilities.

6. The performance assessment is carried out in cases provided for in paragraph 37 of NP-083-15.

7. Performance assessment shall be carried out with due regard to the offender model provided for in vulnerability analysis of a nuclear facility.

8. The assessment results shall be documented in the performance assessment report.

III. Source data

9. The performance assessment shall be preceded by a stage of vulnerability analysis of a nuclear facility. The vulnerability analysis results shall be the source data for performance assessment.

10. Source data shall include the following information:

characteristics of the nuclear facility;

possible hazards;

offender model;

categories of physical protection items and features of their placement at the nuclear facility;

characteristics of engineered physical protection features;

methods of actions of offenders and physical protection personnel;

time indicators of offenders' and security forces' actions;

other data required for the design.

IV. Main stages of performance assessment

11. The main stages of performance assessment should include:

1) preparation and issue of the administrative act of the head of the nuclear facility on the implementation of measures for performance assessment;

2) creation of a working group for performance assessment;

3) preparation of source data based on the vulnerability analysis report;

4) determination of the actual values of performance indicators;

5) analysis of the results obtained;

6) drawing up performance assessment report;

7) issue of an administrative act on taking priority measures to improve the performance of PPS and considering for the results obtained in terms of PPS establishment (improvement).

12. The working group leader shall distribute responsibilities and powers of working group members.

If necessary, the management of a nuclear facility may provide additional documents to the working group for performance assessment.

13. The performance in case of actions of an external offender should be assessed as follows:

determination of possible ways to overcome engineered physical protection features, taking into account the equipment of offenders;

determination of the quantitative characteristics of each of the above methods (the probability of offenders detection and the time to hold them off from physical protection items);

plotting a tree (graph) of offenders' routes;

calculation of performance indicators of the physical protection system;

preparation of performance table for the physical protection system for each physical protection item (a group of physical protection items located in the same room or in the same protected area).

14. The performance in case of actions of an internal offender should be assessed as follows:

determination of the list of main tools and materials that can be used by an internal offender;

determination of the list of groups of employees who have the same access rights to protected areas and physical protection items;

determination of the probability to stop (prevent) attempts to carry (bring) tools (devices, equipment), weapons and explosive devices (explosive agents) by an internal offender;

plotting a tree (graph) of offender's routes;

calculation of performance indicators of the physical protection system;

preparation of performance table for each physical protection item (a group of physical protection items located in the same space).

15. It is recommended to take into account the actions of two categories of offenders in case of collusion:

the main offender is the organizer of the action, the main performer who develops a plan and tactics of actions, finds accomplices of the action;

offender-accomplice is a criminal associate who provides assistance to the main offender by his/her acts or omissions.

It is recommended to consider two main groups of collusion scenarios:

an external offender acting in collusion with an internal one;

internal offenders acting in collusion with each other.

It is recommended that the performance should be assessed as follows in case of actions of colluding offenders:

in each group of scenarios, different scenarios of collusion involving different types of offenders are identified, which are given in the List of main threats to nuclear and radiation-hazardous facilities and typical models of offenders, and a list of scenarios is prepared;

the possibility to change the characteristics of engineered physical protection features by an offender-accomplice is determined for each line of physical protection;

possible ways to overcome engineered physical protection features, taking into account the equipment of offenders are determined;

quantitative characteristics of each of the above methods (the probability of offenders detection and the time to hold them off from physical protection items) are determined;

the list of main tools and materials that can be used by an internal offender are determined;

the list of groups of employees who have the same access rights to protected areas and physical protection items is determined;

the probability to stop (prevent) attempts to carry tools (devices, equipment), weapons and explosive devices (explosive agents) by an internal offender is determined;

a tree (graph) of offenders' routes is plotted;

performance indicators of the physical protection system are calculated;

performance table for each physical protection item (a group of physical protection items located in the same space) is ready.

V. Performance indicators

16. The PPS performance is evaluated by numerical indicators that reflect the ability of the PPS to counteract the commission of unauthorized actions in relation to physical protection items. Performance indicators reflect the ability of the PPS to detect, delay (slow down), neutralize an offender and prevent sabotage in respect of physical protection items or theft of nuclear material (actual indicators).

17. Actual performance indicators shall be determined for each physical protection item or a group of similar physical protection items located in the same place.

18. Performance assessment can be carried out using specialized computer programs approved by the decision of the AEU governing body.

19. The performance indicators proposed for use by the International Atomic Energy Agency are listed in the Appendix to this Safety Guide.

VI. Performance criteria

20. It is recommended to use the excess of the established minimum acceptable values by the actual values of performance indicator as a criterion for compliance of the obtained value of performance indicator with the minimum acceptable value.

21. If several items of physical protection are located within a protected area, the value of performance indicator for this protected area is considered to be equal to the minimum value of performance indicator for the item of physical protection located in this area, obtained as a result of calculation according to the procedure approved by AEU governing body.

22. Indicators obtained by calculation can be confirmed by comparing them with indicators obtained as a result of exercises. If these indicators do not match, it is recommended to analyze the reasons for the non-conformance (which factors may have caused it) and consider the need for a new performance assessment.

VII. Methods and calculations used

23. Performance assessment includes the following components:

1) formalized description of a nuclear facility;

2) formalized description of PPS functioning;

3) the offender model.

24. It is recommended to determine the level of detail for the information included into the description of the set of models for performance assessment based on the selected performance assessment method with due regard for the objectives set by the nuclear facility administration for performance assessment.

25. The procedure of obtaining the performance assessment results shall utilize the parameters used as the source data for calculations, and include the procedure for the development and application of the set of models for performance assessment at the particular nuclear facility, the procedure for calculations, and the presentation of calculation results and their analysis.

26. Specialists of a nuclear facility or involved organization may develop procedures and computer programs for performance assessment for the purpose of application at a specific nuclear facility based on the procedure for performance assessment determined by the AEU governing body. The procedure for using such methods and programs is determined by the regulations of respective AEU governing bodies.

VIII. Analysis of sensitivity and uncertainty

27. It is recommended that the results of calculations of performance assessment should include a sensitivity and uncertainty analysis.

28. Sensitivity and uncertainty analysis refers to the assessment of opportunities and restrictions defined by the chosen method of performance assessment: basic assumptions adopted in the course of modeling, their potential effect on the results, the information about the impact of any changes in source data on the result.

29. The main principles of uncertainty accounting (stochasticity of physical processes, natural and behavioral uncertainties) are:

1) use of the validated data on the values and distribution of parameters;

2) postulation of distributions of the parameter values characterizing unknown quantities, natural and behavioral uncertainties;

3) use of the worst (with regard to physical protection) values of the parameters included into the calculation formulae from among their determination ranges (the worst external conditions and options of offenders' actions for the nuclear facility), where the worst values of the parameters are obvious from their physical sense (conservative approach);

4) discretization of the continuous parameter domains in order to compile the countable set of options for the purpose of their screening in the course of modeling and determination of the worst parameter values for physical protection, where the worst parameter values are not obvious.

IX. Analysis of performance assessment results

30. The performance assessment report should contain the following main results of performance assessment:

1) actual values of performance indicators of the PPS for each item (groups of same-type items) of physical protection, which should be presented in the form of a table, where:

a separate column should be provided for the minimum allowable value of the PPS performance indicator and the lowest actual value obtained in the table should be highlighted in this or that way (color, font size);

the parameters with the values at least equal to the minimum permissible PPS performance indicator value established for the nuclear facility should be highlighted in some other way;

if the table contains any parameters below the above-mentioned level, their values should be highlighted in any way different from the others;

2) it is recommended to supplement the evaluation results of the conditional probability that the security staff arriving in time (the response team and external response forces called in the prescribed cases) will defeat the offenders with the source data on security staff groups and offenders:

the number of the battle participants on both sides;

weapons of the battle participants;

the site location;

position in the course of the battle and any shelters used prior to and in the course of the battle;

description of the estimated battle results, the fire activity algorithm, movement, change of shelters, weapons recharging etc. implemented in the set of models and procedure for performance assessment.

31. For physical protection items (places of their placement), whose PPS performance does not comply with the established minimum permissible value, the report should provide additional results for further analysis:

1) the information about the critical route (with the minimum calculated PPS performance indicators) of offenders, indicating:

the sequence of sections overcome by offenders in the course of their movement to the physical protection item locations and back from the facility territory (for the theft scenarios);

for each site mentioned - the probability of the offender detection (for the relevant ways used by the offenders to pass through the site), the time to detain the offenders, the probability of the offenders interception by the alarm group before they leave the site;

the critical points of offenders' route with the worst detection of their actions and the minimum detaining of the offender (or absence thereof);

2) the information about the results of the battle between offenders and security staff that affect any PPS performance indicators, where the following should be specified:

the probability of a successful battle outcome for the security staff;

the size of alarm group engaged in the battle;

weapons of the alarm group;

the battle tactics.

32. As a result of the analysis, it is recommended to identify possible reasons why the PPS performance indicator for each of the protected areas does not meet the established minimum acceptable value.

The possible reasons can include:

1) low probability of detection of any unauthorized activities at the individual sites of protected areas or at the access control posts;

2) insufficient time for the offender detaining at the individual sites of protected area;

3) insufficient response time of the security staff;

4) insufficient size of the response team for a successful suppression of offenders;

5) any other causes reducing the PPS performance indicator.

33.Based on the results of performance assessment, the working group shall make a conclusion on the ability of the PPS to counteract the design threat established for the nuclear facility.

34. If the PPS performance assessment is carried out due to any changes in the parameters of individual PPS components (characteristics of the physical protection engineered features, changes in the security staff size, adoption of new weapon type) it is recommended to specify the findings with regard to feasibility of such changes and their effect on fulfillment of the PPS tasks in the conclusion.

35. This conclusion should include proposals of the working group on further improvement of the PPS and locations of physical protection items in protected areas in order to improve the PPS performance indicators or maintain them at an acceptable level.

36. If any significant deficiencies in the physical protection system are identified based on performance assessment results, the working group should propose a list of priority and compensatory measures to correct the shortcomings and reflect them in the performance assessment report.

X. Evaluation of actual values

37. It is recommended to check the actual values of performance indicators through exercises.

38. Both source data (for example, time of security staff response after receiving an alarm from physical protection device, time to overcome engineered PP features), and the values of performance indicators obtained in the result of assessment can be verified.

39. It is recommended that the performance assessment report should contain information about the extent to which the calculated assessment of performance indicators corresponds to the results obtained through the exercise.

Appendix to 
the safety guide in the use of atomic energy "Recommendations for performance assessment of physical protection systems of nuclear facilities" approved by Order of the Federal Environmental, Industrial and Nuclear Supervision Service 
No. _____ dated __________, 20__.

PERFORMANCE 
INDICATORS PROPOSED FOR USE BY THE INTERNATIONAL ATOMIC ENERGY AGENCY

The following indicators are usually used as quantitative indicators of the PPS performance:

PE = PI * PN, where:

PE is the actual value of the obtained PPS performance indicator;

PI is the probability that the response of security staff will result in the adversary's failure, where the failure is defined as an event when a sufficient number of properly trained and equipped security staff arrives at the appropriate place in time to stop the offender from committing the planned unauthorized action;

PN is the conditional probability that the security staff that arrived in time will defeat the offenders.

PI is defined as a functional that depends on the characteristics of engineered physical protection features and the time characteristics of security staff actions.

PN is a value that is determined based on available information, including the results of mathematical modeling, expert assessments, and analysis of information about known incidents.

The IAEA also suggests using any other performance indicators that reflect the ability of the PPS to perform its functions.

